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Abstract—With a rapid increase in the data transmission link  prefix. With the advent of optical medium for data transmission,
rates and an immense continuous growth in the Internet traffic, the link rates have rapidly increased from 10 Mb/s Ethernet to
the demand for routers that perform Internet protocol packet 40 Gb/s OC768c and there is every possibility of the line rates

forwarding at high speed and throughput is ever increasing. The . - . . .
key issue in the router performance is the IP address lookup increasing well beyond. The primary concern in the design of

mechanism based on the longest prefix matching scheme. Earlier N€xt-generation routers is to obtain maximum possible packet
work on fast Internet Protocol Version 4 (IPv4) routing table throughput to meet the demand from the high-speed transmis-
lookup includes, software mechanisms based on tree traversal or sjon links. The continuous increase in the number of users on
binary search methods, and hardware schemes based on contenting |nternet causes the creation of some explicit routes for cer-
addressable memory (CAM), memory lookups and the CPU _ . . . .

caching. These schemes depend on the memory access technolog{?'n users gnd consFralns the router from ag_gregatlnglthe routing
which limits their performance. The paper presents a binary able eﬁec“vely. Th|S I‘esultS n the expanSIon Of rout|ng tab|eS

decision diagrams (BDDs) based optimized combinational logic and, thus, the search space of prefixes against which the des-
for an efficient implementation of fast address lookup scheme in tination address of each packet needs to be matched. Further,
reconfigurable hardware. The results show that the BDD hard- - \yhen the Internet Protocol Version 6 (IPv6) routing protocol is

ware engine gives a throughput of up to 175.7 million lookups per . . .
second (Ml/s) for a large AADS routing table with 33 796 prefixes, introduced where the address length is 128 bits, the problem

a throughput of up to 168.6 Ml/s for an MAE-West routing table  Of routing millions of communication packets every second,
with 29 487 prefixes, and a throughput of up to 229.3 Ml/s for the based on longest prefix matching, becomes a labyrinth. In these
Pacbell routing table with 6822 prefixes. Besides the performance circumstances, where IP routing tables are expanding in both
of the scheme, routing table update and the scalability to Interet e gimensions, i.e., address length and number of prefixes, the
Protocol Version 6 (IPv6) issues are discusséd. - . .
routing mechanisms developed should be capable of providing
the throughput demand from high-speed transmission links.
In this paper, we propose a reconfigurable hardware solu-
tion, using the well received concept of binary decision dia-
[. INTRODUCTION grams (BDDs), that provides a high-speed IP address lookup

HE effective handling of the tremendous amount of Ine_md enables a data throughput of 200 Gb/s (average packet size

ternettraffic and its continuous doubling every few month& 1000 bits) in the current day large routers [1]. BDDs are one

depends on the efficacy of the routers. The key issue in rouf’e(rthe biggest breakthroughs in CAD in the last decade. BDDs

performance is the Internet protocol (IP) address lookup med€ @ canonlcgl and efficient way to represent and 'mampulate
anism used for the ferrying of the large number of incomin oolean functions and have been successfully used in numerous

communication packets to respective outgoing links. The rout fAD aﬁplicggons. Altgoggh theBbasic ideha k:jas be_gndaround for
uses the destination IP address encoded in the incoming pacmgfet an svyears [ ], it was rygr)t who described a canon-
to lookup the next-hop router to which the packet has to be fd?—al BDD representation [3] and efficient implementation algo-

warded. Since the introduction of classless interdomain routiHerrES [4]. f th . ized foll . I
(CIDR) in 1993, the IP address lookup mechanism has been de- e rest of the paper is organized as follows. Section

signed based on the longest prefix matching (LPM) algorithrﬂ.resems an overview of the longest prefix matching problem.

The problem involves two steps, first to search the routing dai)g_Sectlon lll, we review the related work done followed by a

base to obtain the longest matching prefix from all the po rief overview on BDDs and the motivation for the proposed

sible prefixes that match the particular destination IP addregg,heme' Section IV gives the details of the proposed scheme

and second to retrieve the next-hop port for the longest matc the |mp!ementat|0n ISSUES. In Sectlion V. we present the
results obtained from the implementation and analyze the

erformance of the scheme. We also discusses in detail, the

Manuscript received December 18, 2002; revised January 16, 2003. Thj ting table update scheme and the scalability of the scheme
work was supported in part by the National Science Foundation under Grant

ANI9973102 and Grant CCR9900601. to IPv6. Finally, Section VI concludes the discussion.
The authors are with the Dependable Computing and Networking Labora-

tory Department of Electrical and Computer Engineering lowa State University,

Ames, 1A 50011 USA (email: sangired@iastate.edu; arun@iastate.edu). Il. LONGESTPREFIX MATCHING
Digital Object Identifier 10.1109/JSAC.2003.810516

Index Terms—Address lookups, binary decision diagrams
(BDDs), IP routing, longest prefix matching.

_ _ _ _ The routing of the communication packets in the IP domain
IThis paper is based on earlier work presented at IEEE International Confer-

ence on Computer Communications and Networks, ICCCN2001, as referre(ﬁ.nq(_)ne on the.neXt'holp ba3i$v i.e., the r(_)Uter takes the respon-
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TABLE | IP address, which is 32 bits long in Internet Protocol Version 4
A SAMPLE ROUTING TABLE (IPv4), would be 128 bits long, when IPv6 is introduced, making
Prefiz | length | NHP the problem of IP forwarding even more complex.
* 0 0
g 1 1
01* 2 3 [ll. RELATED RESEARCH
10* 2 2
001%* 3 1 The IP address lookup schemes introduced so far can be
101* 3 2 broadly classified into two categories, viggftwareandhard-

wareapproaches [5]. In amelioration to the classical binary trie

Consequently, the packet reaches its final destination in mtriaversal approach, several software solutions have been pro-
tiple hops. The next hop for a packet is determined by the routgwsed. One of the first was the prefix matching algorithm using
based on its destination IP address. Each router has a datalasi-compressed trief6] based on the practical algorithm
in the form of a routing table, of the prefixes of varying lengtto retrieve information coded in alphanumeric (PATRICIA)
and the corresponding next-hop port (NHP) for each prefix. #ie introduced in 1968 [7]. The other schemes subsequently
typical routing table is shown in Table 1. proposed include the various trie based approaches [8]-[10]

The length of the prefixes can vary from 0 to 32 bits. For aand other binary search methods ligmary search on prefix
incoming packet, its destination address is compared with lhgths[11], [12] andmultiway and multicolumn seardi 3].
the current prefixes in the routing table and the NHP associatgdsides, other schemes basedpoefix expansiorjl14], string
with the longest matching prefix is determined to be the outpotatching[15] andlevel compression tried 6] have been pro-
port for the packet. For an example shown in Fig. 1, a destirgesed. The software address lookup schemes mostly are based
tion IP address 129.186.200.205 matches three prefixes 1298the tree traversal approach and, hence, perform according
(prefix/length), 129.186/16 and 129.186.192/20 in which cade, the computing environment used for the implementation
the longest matched prefix 129.186.192/20 is considered todfethe algorithm. The key elements that play a pivotal role in
the best match and the packet is routed to the output port asstioe performance of the software mechanism are the processor
ated with that particular prefix. In other words, routing based apeed and the memory characteristics (capacity and access
the longest prefix matching is equivalent to routing the packge) of the computing environment in which the algorithm is
to the nearest possible IP address. If none of the prefixes maitviplemented. The best known algorithm for IP address lookups
with the destination IP address, the packet is sent to a defdslthe binary search on prefix lengthsith the complexity of
port, which is associated with a prefix of length zero. the lookup operation being logarithmic in the prefix length

The metrics taken into consideration, in general, while déw), i.e., O(log W), independent of the number of prefixes
signing the IP lookup algorithms apeeprocessing timestorage (N). Even in such case, the lookup operation involves five
requirementslookup rateandupdate time Lookup rate is the memory accesses in the worst case for IPv4 and, thus, is limited
most significant parameter that needs to be addressed. Withthe capacity of the computing environment. The scheme
the latest advancements in the network technology, the cowith O(log W) lookup complexity gives a throughput up to
munication speed is leaping from Ethernet of 10 Mb/s to fibdO million lookups per second (Ml/s), when implemented in
distributed-data interface (FDDI) of 100 Mb/s to gigabit Etha computing environment consisting of a Pentium-Pro-based
ernet. With the OC192c Line (Line-rate 10 Gh/s), 31.25 mikomputer with a clock speed of 200 MHz and a 512 kB L2
lion packets (average size of 40 Bytes) have to be processedhe memory [5]. The throughput, even when scaled for faster
each second, while for the OC768c¢ (Line-rate 40 Gb/s), the pirocessors and larger memory capacity, will not be able to meet
cessing rate required is 125 million packets per second. The didiia current day requirements in packet processing rates.
throughput rates of various transmission links and the corre-Apart from the above software schemes, attempts have been
sponding time budget for packet processing in a network pnmade to design hardware mechanisms for prefix matching to
cessor is shown in Table Il. It is significant to note that, apaenable high-speed routing. Various hardware schemes like con-
from the lookup and forwarding operation the packet processitent addressable memories (CAMSs) [17], memory lookup-based
in a network processor includes various other functionsdike schemes [18]-[20], CPU caching [21], and circuit logic imple-
tocol recognition and classificatiggegmentation assembly andnentation in ield programmable gate arrays (FPGAS) [22] have
reassemblySAR),queueing and access contrahdquality-of- been proposed. Recently, Petoal. proposed a hardware archi-
service(QoS). The time budget shown for packet processing itecture [23] implemented with the partition of binary trie into
cludes the execution of all these functions, and the lookup apultiple levels, and Tayloet al. proposed a reconfigurable de-
eration is required to consume a portion of that budget. Henetge based fast Internet protocol lookup (FIPL) engine [24] for
the significance of designing a mechanism for high-speed IP ddgh-speed routing.
dress lookups cannot be overemphasized. CAM can search all of its entries in parallel given a desti-

The large IPv4 routing tables known today typically containation IP address. The scheme based on CAMs uses a separate
around 50000 prefixes and a large IPv6 routing table is eXAM for each possible prefix length and, hence, will require
pected to contain around 500000 prefixes. Consequently, 8&CAMs for IPv4 and 128 CAMs for IPv6 resulting in an ex-
need for enormous amount of data processing at phenomepesive solution. Besides, CAM might not be able to keep pace
speeds, based on longest prefix matching in a large databagth the fast developing high-speed networks as it depends on
of prefixes, makes the problem more complicated. Further, thed is limited by the IC process technology. Memory lookup
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Routing Table

Prefix  (decimal notation/prefix length) | NHP

10000001 (129/8)
10000001 1010 (129.172/12)
10000001 10111010 (129.186/16)
10000001 10111010 1100 (129.186.192/20)

o|Q|®|»>

Longest Prefix Match

Fig. 1. Packet routing based on longest prefix matching mechanism.

TABLE I
DATA THROUGHPUT AND PACKET PROCESSINGTIME BUDGETS
FORATM OVER SONET

Media | link rate | packets/sec| time per
(Million) | packet (ns)
0C3 ~ 150 Mbps ~0.491 ~ 2034.5

0C12 625 Mbps ~2 ~ 488.2
0C48 2.5 Gbps ~ 8.38 ~119.2
0C192 10 Gbps ~33.5 ~29.8
OC768 | 40 Gbps ~ 134.2 ~ 7.45

(a) (b)

schemes are based on SRAM indirect indexing and, hence, re-
quire an additional ASIC to corporate with the memory. Theig. 2. Functionf = wox1 4 2122 + x2 %, represented as (a) binary decision
basic scheme in [18] uses a two-level multibit trie with a fixeéee and (b) BDD.
stride of 24 bits and 8 bits for the first and second level, respec-
tively. This scheme is developed based on the important obseave hundreds of thousands of flows to different addresses. The
vation that in a typical backbone router, most of the prefixes aydlder study [25] reports up to 240 000 concurrent flows with
of length 24 bits or less. Thus, a prefix expansion methodolot§ss than 20 packets per flow. Short web transfers are a likely
is used wherein all the prefixes with length less than 24 bits dieason for this behavior. Some studies have shown cache hit
expanded accordingly. The memory access speed might nof&os of around 50%-70% [26]. Thus caching can help, but does
able to cope up with the advent of new optical link rates anfiot avoid the need for fast lookups. Most important, the above
hence, limits its performance. The architecture with hardwagghemes become impractical at the advent of IPv6 due to the
indexing implementation [23] of binary trie promises a higfiequirement of larger storage capacity.
throughput, but requires a large memory for the implementa-
tion. Consequently, the practicality of the implementation of tHfe- BDDs
scheme for the next-generation Internet routing with IPv6 pro- As is well-known, a Boolean functiofi : B™ — B can be
tocol remains to be seen. The FIPL engine [24] gives an averagpresented by a BDD, a directed acyclic graph obtained by ap-
throughput of 10 Ml/s using eight FIPL engines for routing ifplying an ordering constraint over the input variables and reduc-
the MAE—West router with 16 564 prefixes. Besides, the schertien operations on a binary decision tree, as proposed by Bryant
does not discuss its scalability to the future trends in Interni@j. For example, the binary decision tree and the diagram for
routing. In this paper, we have shown a higher throughput thfe functionf = z¢x1 + 2122 + 220 are as shown in Fig. 2.
up to 168.6 Ml/s for MAE—West router with a larger number of Furthermore, the complexity of the BDD is dependent on its
prefixes (29 487), with an added advantage that our schemeiize, measured in the number of nodes. Hence, since a long time,
easily scalable for the rapidly expanding routing tables. one of the main research focuses has been to reduce the number
In the past, caching has not worked well in backbone routasEnodes in BDD representation. Reduction operations consist
because of the need to cache full addresses. This potentialigliminating redundant nodes from the binary tree. A node can
dilutes the cache with hundreds of addresses that map to bieeeliminated if: 1) both the child nodes are equivalent, which
same prefix. Besides, typical backbone routers may expectteans that the binary logic extracted from both the nodes leads
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@ NHP, being the most significant (MSB) and the least signifi-
0 .-""~01 cant (LSB) bits, respectively. When the ports are identified with
e o the binary code, the binary decision tree representations for the
@ O NHP, andNHP; bits are as shown in Fig. 4. It can be observed
/// . Sl that a further reduction in the number effective nodess ob-
@ @ O tained, the process of which is explained in detail in the subse-
— RN guent subsection. Note that any effective node without an output
) (/ N } (/ \L o 4/ N o bit assigned to it, would inherit the output of its parent node.
O @ Doyl oy D @ oyl For the sake of convenience, let us assume that the n-bit IP ad-
- -7 - - dress is represented by the binary variablgs;, z,,_s, .. .., 7o
Fig. 3. Binary decision tree for the sample routing table. wherez,,_, represents the MSB of the IP address. Now, ap-
plying the BDD algorithm on the binary decision trees of each

to a same output and 2) there exists an other node at the s&#h@f the output port, the BDDs for the functions are obtained
level in the decision tree and with equivalent high and low chilt be as shown in Fig. 5.
nodes, respectively.

N_

C. Reducing Effective Nodes

IV. BDD BASED IP ADDRESSL OOKUPS When the output port is assigned to each of the node on the
binary decision tree, with the further analysis, it is observed that
the binary encoding of the output ports has given a further scope
The proposed scheme is motivated from two observatiorisy the reduction in the number of nodes. For example, consider
first being that even at the largest Network Access Point, thesituation where two leaf nodes, with a common parent, are
number of NHPs is generally not greater than 256. Henceassigned with output ports of 3 and 11, respectively. Suppose
NHP associated with any prefix in the routing table can be ethe parent node is assigned with an output port of two. When
coded using a 8-bit binary code. For example, any NHP in tiiee next-hop port is encoded with a 4-bit binary code, it can be
MAE-East [1] routing table can be safely represented by a 6-bibserved, as shown in Fig. 6, that a child node with the same
binary code. Every bit of the output port can be computed byoaitput bit as its parent becomes redundant. The redundant nodes
combinational logic circuit whose optimal minimization is obare shown in dotted lines in the figure.
tained with the help of BDDs. The second observation is thatWith the above procedure, it is shown that in each of the
the number okffective nodesdefined as the minimal numberoutput bit representation, for the biggest available routing table
of nodes required to construct a binary decision tree in orderddMAE—East [1] with 32-bit IP address, an additional 36% re-
cover all the prefixes in the routing table, is significantly smallefuction is obtained in the number of effective nodes. This sig-
as compared with the upper bound on the theoretically requineficant reduction in the number of effective nodes makes the
number of nodes. It is shown in the following section that, faipplication of BDD approach, for obtaining the optimized logic,
the 32-bit IP address with the biggest available routing tabd®en more effective.
of MAE—East [1], the number of redundant nodes is more thanThe number of effective nodes are obtained during the con-
99.99%. Thus constructing the binary decision tree with a fewstruction of the binary decision tree for a few sample routing
nodes and without any redundant nodes makes it very attractisibles with IP address lengths of 3, 5, 8, and 16 and for the
for the application of BDDs to optimize the logic. Besides, it iseal-time 32-bit IP MAE—East routing table. The prefix dis-
shown in the next sections that, while the upper bound on nodsbution of a real-time routing table available at [1], has en-
increases exponentially with the IP address size, the numbenbfed to generate the prefixes in similar lines for the sample
effective nodedo not, making it an advantageous fact in view ofouting tables with IP address lengths of 3, 5, 8, and 16. It is
the future implementation of IPv6 with the 128-bit IP addressobserved that the construction of the binary decision tree for the
MAE-East routing table required only 91 925 effective nodes,
B. Details of the Scheme which is largely insignificant as compared with the theoretical
For further understanding, consider the routing table given ipper bound of more than eight billion nodes. Further, when the
Table I. The binary decision tree representation for the routimgitput port is encoded with a 6-bit binary code and the reduction
table is shown in Fig. 3. A node is assigned with the associateicedure is applied on each of the trees for individual binary
NHP if the path taken till that node from the root node formeutput bits, the number of effective nodes obtained were only
a valid prefix. Note that the root node is assigned with a deround 64% of the actual effective nodes. The summary of re-
fault output port (in this case zero) as the length of the prefults is shown in Table Il1.
at that node is zero. However, as mentioned earlier, the partial
construction of the binary decision tree is sufficient to cover -
the prefixes in the routing table resulting in only eigiffective =~ As mentioned earlier, the output interface ports at any router
nodes The redundant nodes, which can be conveniently ignoredn be identified by at most an 8-bit binary code. Hence, for the
in the binary decision tree representation, are shown in dottgdove proposed scheme, the combinational logic design has to
lines. be done for eight output bits and, hence, that would give eight
Now, the number of distinct next-hop ports in this case beiBDDs to be processed. Each of the synthesized logic can be
four, each NHP is encoded with a 2-bit binary coNé[P; and mapped into one or more configurable logic blocks (CLBs) in

A. Motivation

Implementation Issues
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Fig. 4. Binary decision tree for (& HP, (b) NHP,, with all effective nodes assigned with output.

V. RESULTS AND ANALYSIS

’ !
0,' @ The recent research in logic optimization [29], [30] using
@ @ ket BDDs has proved that the logic implementation, with a binary
<1 L 0/ N1 decision tree size of more than 100000 nodes is done in less
] ~ - IO /

' than a second. Subsequently, it is an encouraging factor when

g \
\

N / /
-

Ny ! the routing table, with only around 50 000 effective nodes on av-
@ erage, is implemented as a combinational logic optimized using
() (b) BDDs. While the complexity metrics are important for assessing
the feasibility of the implementation, it is equally important to
Fig. 5. BDDs for (aNHP, and (b)NHP,,. measure the performance of the schemes for real-time routing
tables. We measured the performance of our scheme with prefix
database of real-time snapshots of various routing tables [1].
@ The implementation of the routing mechanism is performed as
AN discussed earlier. The lookup time is measured as the propaga-
@ tion delay between the input and output ports of the combina-
() tional logic. This is same as the time taken for signal propaga-
tion along the critical path between the input and outports of the

@ @ @ @ logic. The critical path exists between one of 32 input signals

|’:E|/

and one of eight outputs. Thus, this measurement of propagation

/N
/

4N P LN ," \ delay gives the worst case lookup time. The worst case lookup
RN @ AN N A NN @ @ time and the corresponding packet throughput for the proposed
0 v 0 vO0 vl ol R N
N NI N e scheme, for different routers, are shown in Table IV.
(b) © (d) © A main advantage with the proposed scheme is that, for an

Fig. 6. (a) Nodes with assigned NHP ports. (b), (c), (d), (e) Output bitns_bit binary enCOdin@.n number of output pOI’.tS' can b? repre-
ass.ign.ed to each of the nodes in 4-bit binary erllcod’ing of NHP. Sented and, hence, with an increase by one bit in the binary code
twice the current number of output ports can be represented.
o . Thus, the proposed scheme proves to be more beneficial in the
an FPGA as shown in Fig. 7. The processing of the BDDS igenario that the number of physical ports in a router would in-
performed with the SIS package [27]. The combinational l0giGease continuously. Besides, when the routing table is imple-
subsequently obtained is implemented using Verilog coding apfbnted in an FPGA, we can conclude that the IP address lookup
the logic synthesis is performed using the design analyzer toplge js hounded only by the CLB delay. The maximum clock pe-
from Synopsys [28]. riod bound for processing the IP address lookup would be the
1) Timing Optimization: Since the logic design obtained fors,m of one CLB delay and the maximum net delay. Previous
the IP routing table is a combinational circuit, the timing optingrgware schemes have the lookup rate bounded by the RAM
mization can be achieved using thipeliningandretimingtech-  gccess speed. Further, in this scheme the resources required are

niques. Pipelining involves the insertion of delay elements gfmost one FPGA while the other schemes require an ASIC and
specific points of a circuit and retiming is the process of movingree or four-bank RAM.

delays around a circuit such that the overall computation is un-
altered. It aims to move a computation in an attempt to redu;\e
the critical path, the path with the longest computation time’
without delays. By pipelining the computational data path, the As discussed in the earlier sections, the routing table up-
throughput in terms of number of address lookups per unit tingkate time is one of the important metrics to be considered for
can be increased with a little or no additional cost in the overallscheme attempting the IP address lookup problem. In earlier
area and latency. hardware schemes for IP address lookups, the update scheme

Routing Table Update
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TABLE Il
EFFECTIVE NODES FOR SAMPLE ROUTING TABLES AND THE REAL-TIME
32-BIT IP MAE—EAST ROUTING TABLE WITH 24792 RREFIXES

IP address Effective nodes Effective nodes after reduction
length before reduction
NHP; | NHP, | NHP; | NHP, | NHP, | NHF,
3 8 - - - - 5 3
5 31 B - - 20 18 20
8 116 - - 85 87 81 85
16 3408 B 2008 | 2172 | 2181 | 2219 | 2164
32 (MAE-cast) 91925 57955 | 58781 | 58577 | 58409 | 58387 | 58712
rTT T T T T T T {
| | TABLE V
IP[31.0] L CLB _‘Fip() MODIFIED ROUTING TABLE
I i
: | Prefiz | length | NHP
: i NHP, * 0 0
o aB /= 0* 1 1
! ! 01%* 2 3
| \ 10% 2 2
. ! 11%* 2 1
I i
| | NHP, 001%* 3 1
| N B [+ 101* 3 2
I i
I i
' FPGA ! . . -
- ! of nodes at each level, in the binary decision tree for the latter
Fig. 7. CLB mapping in FPGA. routing table that.dlffer in the outputas compared with the corre-
sponding nodes in the binary decision tree for the former routing
TABLE IV table. Encouraging results have been obtained during this anal-

LOOKUP TIME PERFORMANCEANALYSIS OF BDD BASED ROUTING ENGINE ysis and the results are shown in Table VI.
It is interesting to note that there is none or a significantly

Router | Prefiz | lookup | throughput smaller variation in the output between the consecutive routing
count | time (ns) | (Million) ~

MAE-wost | 20487 503 16363 tables at the hlghe_r levels (level O to 15) and the Ipwer Ievgls

MAE-east | 24792 5.81 172.11 (level 25 to 31). As is commonly known, the change in the logic

AADS 33796 5.69 175.74 would be minimal when the changes are minimum at higher

PacBell | 6822 | 4.36 229.35 levels in the binary decision tree, and we can observe that the

same is the case in the current scenario. Furthermore, it can be

is based on the assumption of availability of redundant harabserved that the number of nodes, in the levels 16-24, that
ware resources, which can be a dup"cate memory bank [ﬂj]fer in their OUtpUtS, are Significantly smaller. Based on the
or CAMs. When one unit is actively involved in the routing oPbservations, it can be safely concluded that, when the routing
packets, the redundant unit is used by the backbone routetable is updated, there would only be a partial change in the com-
update the routing table offline. The two units are switched dMnational logic for each of the output bit. Thus, the reconfigura-
ternatively for routing mechanism in a periodical fashion. In odton of only those logic segments, that need to have the updated
scheme too, we assume a similar mechanism. In this scheme|@@c, can be done. The commercial availability of partially re-
show that when there is an update in the routing table, theng@nfigurable FPGAs makes this update scheme even more at-
most cases, not all of the logic blocks have to be recomputdkictive, where in, only those CLBs that have a modified design
thus reducing the computational complexity. For example, ifé&n be reconfigured leaving the remaining CLBs unaltered.
prefix 11* is inserted with an associated next-hop port to be 1 .
into the routing table shown in Table I, then the new routing- Scalability to IPv6
table would be as shown in Table V. To demonstrate that an optimized combinational logic can be
The binary decision tree for the modified routing table wouldbtained for a mapping between 128-bit long IP address of IPv6
be as shown in Fig. 8(a). It is obvious that there is no changad the binary encoded next-hop port, it would be appropriate
in the BDD representation for the output INH P, while the to show that the number of effective nodes that need to be pro-
slightly modified BDD representation for output NHP, is as cessed by the BDD reduction techniques is significantly smaller
shown in Fig. 8(b). than the theoretical upper bound. The performance analysis of
However, this update of the logic may not be that simple faur scheme in IPv4 was feasible since real-time 32-bit routing
the 32-bit IP MAE—East routing table, but is also not as contable were readily available [1]. However, a similar analysis was
plex as assumed in general. To demonstrate this simplicityriot possible in IPv6 due to the nonavailability of the routing
updating the routing table, we have considered two consecutteble and, hence, to start with, we had to construct a routing
snapshots of the MAE—East routing tables from [1], with th&able in line with the specifications of IPv6 protocol.
number of prefixes 19477 and 19525, respectively. The anal-The building of the IPv6 routing table is done by incorpo-
ysis for the updating of the table is done in terms of the numbiting the best-effort unicast address caligdregatable global
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Fig. 8. (a) Binary decision tree representation of the modified routing table. Dotted nodes are redundant. (b) Modified BBD for

TABLE VI 313 8 24 16 64
NUMBER OF CORRESPONDINGNODES IN EACH LEVEL OF BINARY DECISION
TREESTHAT DIFFER IN THEIR OUTPUT. THE TWO BINARY DECISION FP TLA| §3| NLA SLA Interface ID
TREES COMPARED ARE FORADJACENT SNAPSHOTS OFREAL-TIME | * ID ID
MAE-EAST ROUTING TABLE
Public Topology Site
Level Number of nodes Topology
eve!
NHP; | NHP, | NHP; | NHP, | NHP, | NHP, . ) .
5 o o o o 5 o FP: Format Prefix, TLA ID: Top-Level Aggregation Identifier
1 0 0 0 0 0 0 RES: Reserved for future use, NLA ID: Next—Level Aggregation ID
2 0 0 0 0 0 0 SLA ID: Site—Level Aggregation ID
3 0 0 0 0 0 0
4 0 0 0 0 0 0 Fig. 9. Aggregatable global unicast address for IPv6.
5 0 0 0 0 0 0
6 0 0 0 0 0 0
7 0 0 0 0 0 0 core routing table sizes. The NLA ID is 24-bits long and allows
8 ! ! 0 2 2 0 for a flat or hierarchial allocation of the NLA address space.
9 0 0 2 1 1 1 . L - . i
10 0 0 0 ) ) 0 The site-level aggregation |dent|f|(_er (SLA ID_) |s_16—b|ts long. It
11 0 0 0 1 1 0 is used by an individual organization to define its local address
12 0 1 1 3 3 1 hierarchy and subnets.
ii g i i 2 2 i The routing table constructed using the described IPv6 ad-
15 0 3 7 3 3 3 dress format constituted a large database of 400000 prefixes
16 1 16 14 14 15 17 with prefix length ranging from 0 to 128 bits. The number of
17 2 24 23 25 23 24 output ports were 512 and, hence, a 9-bit binary code is used to
}S 260 ;2 ;? 13 ;; ;; encode the NHP. The database is built such that the prefix length
20 9 3 10 6 11 5 distribution in the IPv6 routing table should ratify the hierachial
21 5 4 7 5 6 3 topology of aggregatable global unicast address. The number of
g ; 31 50 ”b 41 6 effective nodes are obtained during the construction of the bi-
) 31 }Q ;4 ;4 ;9 371 nary decision tree for the IPv6 routing table with 128-bit long
25 0 0 0 0 0 0 address. It is observed that the construction of the binary deci-
26 0 0 0 0 0 0 sion tree for the IPv6 routing table required only 131%F° ef-
;Z 8 8 8 8 8 8 fective which is enormously insignificant as compared with the
% o o o o o o theoretical upper bound of 680%®. Further, when the output
30 0 0 0 0 0 0 port is encoded with the binary code and the reduction proce-
31 0 0 0 0 0 0 dure is applied on each of the trees for individual binary output

bits, the number of effective nodes obtained were oniy.(°,

, i ) around 51% of the actual effective nodes. Thus, the significantly
unicast addresg31]. This address format was designed 10 fagy,jjer number of nodes that need to be processed in the BDD

archy flow aggregation. The address format has a fixed strygey, o ming 1Pv6. The implementation of the routing table and

ture as shown in Fig. 9 and is organized into a three level ks i oa5urement of the lookup time in IPV6 routing is reserved
erarchy: public topology; site topology; and interface |dentn‘|e]r0r our future study

The public topology consists of a two level hierarchy of ser-
vice providers with a top-level aggregation identifier (TLA ID)
and a next-level aggregation identifier (NLA ID). The TLA ID
is initially to be restricted to 13 bits which translates to 8192 With the advancements in the communication link technolo-
routers in the core IPv6 network. This was done to constragies the IP address lookup is becoming a major bottleneck in

VI. CONCLUSION
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router technologies. We propose a reconfigurable hardware sgi]
lution, using the well received concept of BDDs, that provides
an efficient IP address lookup along with providing a better[lz]
scheme for updating the routing table. The argument, to sup-
port the adoption of BDD techniques for obtaining an optimized13]
combinational logic, has been put forward by showing the fact
that the number of effective nodes required to represent a 32-Qit4)
IP address routing table is significantly smaller than the theo-
retically required number of nodes. Besides, it has been show#®!
that this number of effective nodes can be further reduced when
the next-hop port is represented with a binary code and a tree6]
representation is obtained for each of the output bits. The ir(r;[—ﬂ]
plementation of the routing scheme shows that the BDD hard-
ware engine gives a throughput of up to 172.1 Ml/s for a large
MAE—East routing table with 24 792 prefixes, a throughput of(18]
up to 168.6 Ml/s for an MAE—West routing table with 29 487
prefixes, and a throughput of up to 229.3 Ml/s for the Pacbell1g)
routing table with 6,822 prefixes. Thus, a data throughput of
200 Gbh/s (with an average packet size of 1000 bits) can be Olfz'O]
tained in the router implemented with the BDD based hardware
address lookup engine.

Following the implementation of the scheme with the anal{?1]
ysis of its performance in terms of the lookup time and packet
throughput in IPv4 routing, and the proof that the processinge2]
time for the logic optimization in IPv6 routing tables is well
under limit due to the emphatically smaller number of effective
nodes, the next step is to obtain an implementation of the schens)
for IPv6 and measure the lookup time.
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