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Abstract

The scheduling of real-time tasks with primary-backup-based fault-tolerant requirements has been an important problem for several
years. Most of the known scheduling schemes are non-adaptive in nature meaning that they do not adapt to the dynamics of faults and
task’s parameters in the system. In this paper, we propose an adaptive fault-tolerant scheduling scheme that has a mechanism to contro
the overlap intervalbetween the primary and backup versions of tasks such that the overall performance of the system is improved. The
overlap interval is determined based on the observed fault rate and task’s soft laxity. We also propose a new performance index, called
SRindex, that integrates schedulabilit) (and reliability R) into a single metric. To evaluate the proposed scheme, we have conducted
analytical and simulation studies under different fault and deadline scenarios, and found that the proposed adaptive scheme adapts to
system dynamics and offers bet@Rindex than that of the non-adaptive schemes.
© 2005 Elsevier Inc. All rights reserved.
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1. Introduction Primary-backup (PB) scheduling is an important fault-
tolerant approach in which two versions of a task are sched-
Real-time systems are defined as those systems in whichuled on two different processors and acceptance tess
the correctness of the system depends not only on the logicalused to check the correctness of the re§dis,9,11,14]
result of computation, but also on the time at which the re- The three variantg5] of this approach are: primary-
sults are producefd 2]. Multiprocessors and multicomputer  backup exclusive (PB-EXCLJ3,9], primary-backup con-
systems are emerging as a powerful computing means forcurrent (PB-CONCUR]5,15], and primary-backup overlap
real-time applications due to their capability for high perfor- (PB-OVER)[5].
mance and reliability. In most real-time applications, there  |n PB-EXCL approach, the primary and backup versions
is a need for reliable execution of tasks even in the pres- of a task are excluded in time as well as in space (i.e., sched-
ence of faults. Reliable (fault-tolerant) execution of a task uled on two different processors in an non-overlapping man-
is usually achieved by scheduling multiple versions of the ner). The backup version is executed only if the output of
task[1-6,9,11,14,19] the primary fails the acceptance test, otherwise it (backup)
is deallocated from the schedule. This approach uses fewer
resources if faults rarely occur, because backups are mostly
T Gomesponding author. Fax: +1 5152048432 deal_located. Ne\_/ertheless, it requires dmcution i_nterval
E-mail addressesalomari@us.ibm confR. Al-Omari), (defined as the interval between start time of primary and
arun@iastate.ed(A.K. Somani),gmani@iastate.ed(G. Manimaran). finish time of backup) of a task to be at least twice that of
1 This work was done when the author was at lowa State University. the task’s computation time. However, the execution interval
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of a task is critical in soft real-time systems. The lower the approaches. Finally, in Section 7, some concluding remarks
execution interval, the higher the utility of the task output. are made.
In PB-CONCUR approach, the primary and the backup
versions of a task are executed concurrently. In this ap-
proach, theconsumption timédefined as the total processor 2. System model
time used by a task for its execution) of a task is always twice
that of the task’s computation time irrespective of the fault  In this section, we state the task, scheduler, and fault
rate in the system. Nevertheless, the execution interval for models.
the task is always equal to its computation time. However,
the consumption time is inversely proportional to the “pro- 2 1. Task model
cessor utilization efficiency” (defined in Section 3.2). The

lower the consqmption .time, the better the 'schedulrflbility. 1. The system has soft real-time aperiodic tasks. Each task
The PB-OVER is a f!eX|bIe approach wherein the primary T; has the attributes arrival time{, ready time ),
and the backup versions of a task are scheduled to overlap 0 <t 50 computation time;, a relative soft deadiine
in execution. This approach has the potential to exploit the ‘ s .
(d}), and a relative firm deadlmell{).

advantages of the other two approaches if the overlap |nter—2_ Each taskr; has two versions, namely primary version

val is suitably adapted. : . )
It is evident from the above discussion that the PB ap- Eﬁ;);{;ﬁﬁg;kup versionik;). The versions have iden

proaches have a trade-off between the percentage of task§ &5 = ki x ¢; and 4 = ky x ¢;. whereky>ky. The
- = i i i = .

being scheduled and the total utility of their output to the . .
) X smallest value of, is assumed to be 2 in order to ensure
system. This trade-off depends on the primary fault proba- . .
A } . that the primary and the backup versions of each task
bility in the system and task’s laxity. For example, the PB- I ! N
. : can be scheduled within the firm deadline in the case of
EXCL offers lower consumption time than PB-CONCUR PB-EXCL

when the fault probability is low; PB-CONCUR offers less .

L 4. Tasks are non-preemptable, i.e., when a task starts exe-
execution interval for the task than PB-EXCL when the fault cution on a processor. it finishes to its comoletion. We
probability is high. Thus, the PB-CONCUR offers better per- P - L P! '

AR do not consider preemptive scheduling in multiprocessor
formance when the fault probability is high and tasks have ) . S
. : S systems because it requires complex synchronization be-
tight laxity. On the other hand, when the fault probability is . .
L ; tween primary and backup versions of a task. Moreover,
low or tasks have sufficient laxity the PB-EXCL offers bet- ;
the issue of resource access control for shared resources

ter performance. It can be noted that the reduction in both . T
L T : . complicates the synchronization issue further. These are
consumption time and execution interval will contribute to- :
the reasons why most of the fault-tolerant scheduling al-

wards better performance. . .
This trade-off can be captured by an adaptive schedul- gorithms (e.9.{3-5,9,14] for multiprocessor systems as-
sume a non-preemptive scheduling model, as adopted in

ing scheme that controls the overlap interval between the this paper

versions based on the primary fault probability and task’s '

laxity. Therefore, in this paper, we propose an adaptive PB

scheduling scheme that makes use of an estimate of the pri2-2. Scheduler model

mary fault probability and task’s laxity to control the degree ) ) )

of overlap between its (task) versions. The adaptive scheme In our dynamic multiprocessor scheduling, all the tasks

operates between two extremes: behaves like PB-EXCL alo_arrive at a central processor called the scheduler, from where

proach when this interval is zero, behaves like PB-CONCUR they are distributed to other processors in the system for exe-

approach when the interval is the execution time of the task. €ution. These processors are identical and connected through

There exists some adaptive fault-tolerant scheduling algo-a Shared medium. The communication between the sched-

rithms (e.g.[4]) wherein the task specifies to the scheduler uler and the processors is through dispatch queues. Each

the adaptiveness strategy. Clearly, such an algorithm does noProcessor has its own dispatch queue as shown irlFihe

enjoy the benefits of feedback-based adaptiveness whereirscheduler runs in parallel with the processors, scheduling the

the scheduler adapt with the system and tasks dynamics. newly arrived tasks and periodically updating the dispatch
The rest of the paper is structured as follows. In Section GUeues. A fault monitoring system periodically observes the

2, task, scheduler, and fault models are stated. In Sectionf@ult rate in the system using a feedback loop. This fault

3, we introduce the proposed adaptive scheduling schemeate is. used to estimate the primary fault probability for the

the fault monitoring system, and the performance index that tasks in the system.

is used to evaluate the proposed schemes. In Section 4 we

analytically compare the performance of the non-adaptive 2.3. Fault model

and adaptive PB-based fault-tolerant schemes. In Section 5,

we propose an adaptive scheduling algorithm. In Section 6, We assume that each processor, except the scheduler, may

we present the simulation studies of the PB fault-tolerant fail due to hardware fault which results in tasks failure. We
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estimated primary fault rate is high. This leads to system failure, in our work
fault probability (f) Fault rate we assume that there is another mechanism that is activated
Estimato

if such a case occurs. Nevertheless, the functionality of the
proposed techniques do not change if the backup fails but
these techniques do not tolerate such a case.

Dispatch queues

Assumption 3. There exists fault-detection mechanisms
such as fail-signal and acceptance test to detect proces-
sor and task failures, respectively. The scheduler will not
schedule tasks to a known faulty processor.

Tasks queue

New Tasks

_ _ 3. Proposed adaptive scheduling scheme
Fig. 1. An adaptive scheduler model.

Towards achieving the objective of enhancing the perfor-
further assume that the scheduler is made fault-tolerant bymance of the PB scheduling, we use a fault monitoring sys-
executing it on more than one processor or by using any tem to observe the fault rate in the system. The observed
other fault-tolerance technique. The faults can be transientfault rate is used to estimate the fault probability of the tasks.
or permanent and are independent of each other. Each in-This probability is used as a feedback to the scheduler to
dependent fault results in failing of only one processor. The be used with the arriving tasks’ laxity in determining the
following assumptions form the fault model. overlap interval between the versions of each task. Since

the fault probability and task’s soft laxity are used to adjust
Assumption 1. The fault rate in the system changes with one of the scheduler parameters (i.e., the overlap interval),
time. For real-time systems operating in unpredictable envi- the scheduler becomes an adaptive scheduler.
ronments, fault rate is not known a priori. However, system  Two variations of the adaptive scheme are proposed by
performance can be specified under a set of representativevarying the adaptation mechanism. The adaptation can be
fault rate profiles borrowed from control thedB]; namely, done in a continuous manner which leads to an approach
the step fault rateand theramp fault rate In the context of called PB-OVER continuous (PB-OVER-CONT), or it can
real-time systems, the step fault rate represents the worstbe in a discrete manner which leads to an approach called
case fault rate variation, and the ramp fault rate representsPB-OVER switch (PB-OVER-SWITCH). In PB-OVER-
a nominal form of fault rate variation. A fault rate profile CONT, the overlap interval varies from no overlap to full
FR(t) is the system fault rate as a function of time. The overlap in a continuous manner as the fault probability
fault rate profiles are defined as follows. varies from O to 1. In PB-OVER-SWITCH, the scheduler
uses a threshold value of fault probability to switch from
PB-CONCUR to PB-EXCL, i.e., if the probability is less
than the threshold, the adaptive scheduler behaves like
PB-EXCL, otherwise it behaves like PB-CONCUR. In PB-
OVER-SWITCH, the threshold value is adapted with task’s
laxity.

e Step fault rateSFR(¢): A fault rate profile that instanta-
neously jumps from a nominal fault raf€Rnom to fault
rate F Rmax and stay constant after the jump. The step fault
rate is represented with a tup$& R (F Rnom, F Rmax)-

e Ramp fault rateRFR(z): A fault rate profile that in-
creases linearly from the nominal fault rate to a spe-
cific level of fault rate during a time interval. Compared
with the step fault rate, the ramp signal represents a less3.1. Fault monitoring system
severe and more realistic fault rate variation scenario.

The ramp fault rateR FR(¢) is described with a tuple A fault monitoring system periodically (with perio)
RFR(F Rnom, F Rmax, T), Where F Rnom is the original monitors the completion of tasks in the system. For each pe-
fault rate, F Rmax is the new fault rate, and is the time ~ fiod the monitoring system counts the number of faulty pri-
it takes the fault rate to increase frofRnom t0 F Rmax. maries 4/ (1)) and the total number of primaries completed
(n(2)) during that period.
Assumption 2. We assume that tr(el,f —r;) VY T; are much According to theérequency interpretatioprobability con-

smaller than the typical mean time to failuldTTF) value  Ccepts, the probability of an event (primary fail) is the propor-
of the systemMTTF of the system is defined as the ex- tion of the time that events of the same kind will occur in the
pected time for which the system operates before the first/ong run. Hence, we define the primary fault probabilily (
failure occurs. This assumption is used to enhance the prob-as the ratio of the number of faulty primaries' (1)) to the
ability of successfully executing the backup of a task, if its total number of primaries(r)) executed in a given interval
primary fails. Note that, there are always chances that both [0, r]: f(z) = ”f—g’) This probability is calculated eveny

n(t)

the primary and backup of a task can fail especially when time units, where is the sample period for the monitor.
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admitted tasks. For a given system capacity, there are two
options: (i) admit a few tasks with a higher value for each
task or (ii) admit a large number of tasks with a lower value

1 for each task. Therefore, theR; index for a task T;) is
E SR =UTIL; x VAL;. )
>
The effect on the number of admitted tasks is inher-
ently captured by the processor utilization efficiency of each
aid - : task. TheSRindex for a set ofn tasks that are admitted

into the system is computed d® = iz SR,

n

| i
as df
Execution time

4. Analysis of PB-based fault-tolerant approaches
Fig. 2. The value function used to credit the logical result.
In this section, we make certain assumptions about the
system parameters in order to mathematically analyze and
3.2. Performance index compare the effect of fault rate on the performance of non-
adaptive and adaptive PB-based fault-tolerance approaches.
To compare the PB fault-tolerant approaches, we proposeBased on our analysis, we propose an adaptive fault-tolerant
a new performance index, callethedulability—reliability scheduling algorithm in the next section.
(SR index that captures the trade-off between the “processor
utilization efficiency” of a task under a given fault-tolerant 4 1 Assumptions
scheme versus the “value” offered by the task due to its
successful execution. o » To analyze and compare the fault-tolerant approaches, we
For ataskr;, we define theprocessor utilization efficiency  make the following assumptions:
(UTIL;), of the task under a given PB scheme as the ratio
of worst case execution time;] to the expected consump- 1. The primary fault probabilityf] is estimated using the
tion time (PT;). UTIL; = ¢;/PT;. We also define a value fault monitoring mechanism.
function (VAL;) that is used to credit the successful out- 2- The worst case execution time for the tasks is fixed and
put from a task depending on its expected execution interval 1S equal toc.
(ET;). Fig. 2 shows the shape of the value functiohAL;) 3. The soft deadlinef) for a task isc, and its firm deadline
wherein the task contributes a value of one if it finishes be- ~ (¢/) is 2c. The rationale for choosing these values for
fore its soft deadline, a monotonically decreasing value ifit ~ the deadlinesis that these values represent the worst-case
finishes between its soft and firm deadlines, a value of zero ~ Scenario (tight laxity) for the schemes, which helps in
if it misses its firm deadline. The monotonically decreasing  €valuating the schemes for tS&metric. Specifically, the
task value is inversely proportional to its expected execution ~ PB-EXCL scheme does not have flexibility for starting
interval. the backup copy of a task. The effect of laxity is analyzed
Thus, the tradeoff between processor utilization efficiency ~ in Section 4.4.
and the value offered is indirectly captured by the tradeoff
between reducing 7; and reducingPT; of a task7;. This 4.2. Non-adaptive PB-base fault-tolerant approaches
is because reducing7; increases the schedulability (and
hence the “value” offered by the task) due to meeting more In this section, we analyze the effect of the primary fault
deadlines, but at the same time it could result in increase in probability ) on the performance of the non-adaptive PB-
'PT; which results in reducing the schedulability. Similarly, base fault-tolerance approaches (PB-EXCL, PB-CONCUR,
reducing PT; increases schedulability due to less resource and PB-OVER).
consumption, but at the same time it could decrease schedu-
lability due to increase IrfET; which results in missing of  4.2.1. Primary-backup EXCLusive (PB-EXCL)
more deadlines. In this approach, the primary and the backup versions of a
1 for TS < d task are e>_<c|ug|ed in space as well as in time in the sche_zdule
45 ! \_t as shown in Fig3. From the figure, the expected execution
VAL; = ﬁ ford! <ET; gdl:f, (1) interval ET for the task is
1 .
0 forET; >d/. ET =2cf +(1— fe=c(L+ f). ©)

The performance index of a soft real-time system is usu- ET can take either of the following two values depend-
ally measured as the sum of the values contributed by theing on whether the primary version of a task fails or not:
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¢ d ¢ d
Processor 1 : : Processofl.
Prl : . Pri
Processor 2 - ProcessoR _
Fig. 3. Primary-backup exclusive (PB-EXCL). Fig. 4. Primary-backup concurrent (PB-CONCUR).

() ET = 2c when the primary version of a task fails with

probability f and the backup version succeeds; fiJ = ¢ > o d
when the primary version succeeds with probability ¥ . :
In the latter case, the backup is deallocated. processor L gy :
The expected consumption timeT) for the task is given —| x =
by Processor 2 4—
PT =2cf +(L— f)c=c(1+ f). (4)

. _— . . Fig. 5. Primary-backup overlap (PB-OVER).
Similarly, PT can take either of the following two values

depending on whether the primary version of the task fails
or not: () PT = 2¢ when the primary version of a task
fails with probabilityf and the backup version succeeds; (ii)
PT = ¢ when the primary version succeeds with probability
1— f. Inthe latter case, the backup version is deallocated.
From these two equations, it can be seen that Hoth UTIL = < —05. ®)
and ET increase linearly front to 2c asf varies from 0
to 1. Also, it can be observed that the PB-EXCL approach
performs well whenf = 0 asET = PT = ¢, which is
the best achievable. However, this approach performs very
poorly whenf = 1 as it doubles the execution interval for

approach is not favorable whefi= 0 asPT = 2¢ which
is twice that of PB-EXCL for the same case.

The processor utilization efficiency for this approach is
given by

Sinced;] = ¢ anddlf = 2c¢, the value function for this
approachi&/ AL; = ¢ = 1. TheSR; index for this approach
is then

the task, i.e.ET = 2c. SR; = 0.5 9)
The processor utilization efficiency in this approach is
given by 4.2.3. Primary-backup OVERIap (PB-OVER)
c 1 In this approach, the primary and the backup versions of
UTIL; = (5) a task can overlap in execution by an amount equat tas

A+ fre A+f) shown in Fig.5. -
Sinced* = c and dif — 2¢, the value function for this From the figure, the expected execution interi&d! for

1 TheSR; index forthis  the taskis given by

approach iV AL; = m =7

approach is then L
ET=f(c+Q=9o)+ Q- fle=cfA—7y) +ec

1
SR; = At (6) (10)
) ET can take either of the following two values depending
4.2.2. Primary-backup CONCURrent (PB-CONCUR) on whether the primary version of the task fails or not: (i)
In this approach, the primary and the backup versions of 7 — (¢ + (1 — y)¢) when the primary version fails with
tasks are executed concurrently as shown in Eigcrom probability f and the backup version succeeds; B = ¢
the figure, the expected execution interddl’ for the task  \hen the primary version succeeds with probability ¥ .
is given by The expected consumption tinRT for the task is
ET =c. (7

PT =2cf +(1— f)c+7ye) = (L —ef + 1+ 7).
This means that the execution interval for the task is con- (11)
stant and does not depend brAlso, PT = 2¢ and does
not depend offi. From these two equations, the approach is  In this approachPT can take either of the following two
favorable whenf = 1 asET = ¢ and PT = 2c for this values depending on whether the primary version of the task
case, which is the best that can be achieved. However, thisfails or not: (i) PT = 2c when the primary version of a task
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fails with probabilityf and the backup version succeeds; (ii)
PT = (14 7)c when the primary succeeds with probability
1 — f since a processor time o1 — y)c is reclaimed due
to deallocation of part of the backup version.

The processor utilization efficiency for this approach is 2c

given by

c 1

A+ f+7A—fe 1+f+7A—f)
(12)

UTIL; =

Sinced; = ¢ and dl.f = 2¢, the value function for this
approach is

c 1

VAL; = = . (13)
A+ A=) 1+fA-y)
The SR; index for this approach is then
SR; ! (14)

T A+ f+A— A+ fA—)

The most important property that is expected from PB-
OVER is to combine the advantages of PB-EXCL and PB-

CONCUR approaches. That is, whg¢h= 0, the desirable
values ofET andPT isc. Whenf = 1, the desirable values
of ET and PT is c and Z, respectively.

4.3. Adaptive PB-OVER fault-tolerant approaches

In this section, we propose two adaptive PB-OVER ap-
proaches by varying the adaptation mechanism: PB-OVER

continuous (PB-OVER-CONT) and PB-OVER switch (PB-
OVER-SWITCH).

4.3.1. Primary-backup OVERIlap CONTinuous(PB-OVER-
CONT)
In PB-OVER-CONT, the overlap interval varies from no

overlap to full overlap in a continuous manner as the fault

probability varies from 0 to 1. From Eqsl@ and (1), we
found that this can be achieved by substituting f which
results in

ET = (- f°+ f+1)c and PT = (— f>4+2f+1)c.
(15)

Fig. 6 shows the values af T, andET for the PB-OVER-
CONT approach with varying. From the figure, it can be
seen thalPT increases quadratically fromto 2c asf varies
from 0 to 1.ET increases quadratically fromto 1.25¢ as
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3c

0 01 02 03 04 05 06 07 08 09 1
Primary fault probability (f)

Fig. 6. PT, and ET for the PB-OVER-CONT approach.

Sinced] = ¢ anddlf = 2¢, the value function for this
approach is

1
VAL = ——5 S .oan
(=fc+f+Dec (=f+f+D
The SR; index for this approach is then
1
SR; (18)

T 22D f+ D)

4.3.2. Primary-backup OVERIlap SWITCH
(PB-OVER-SWITCH)

In PB-OVER-SWITCH, the scheduler switches from PB-
EXCL to PB-CONCUR depending on the value foflf f
is less than a thresholdy, then the PB-OVER-SWITCH
approach behaves like PB-EXCL, else it behaves like PB-
CONCUR. The thresholdy is the value off at which the
schedulability—reliability index of PB-EXCL is equal to that
of PB-CONCUR. ThusgT and PT of the task become

—= | ex @+ f) for0< f< fo.
ET—{C for fo < f<1, (19)
== _ Jex @+ f) for0< f< fo,
PT—{zc for fo < <1, (20)

For the given assumption the value fi is the value off
that satisfies(Tlf)z = 0.5, which is f = v/2 — 1.

Fig. 7 shows the values @ T, andET of the PB-OVER-
SWITCH approach for varyin§y From the figure, it can be
noted thatPT andET increase linearly front to v/2¢ asf
varies from 0 tov/2 — 1. Whenf > +/2 — 1, the scheduler
will switch to the PB-CONCUR approach causiiy’ to

f varies from 0 to 0.5 and then decreases quadratically fromjump to 2 andET to jump toc.

1.25¢ to c asf varies from 0.5 to 1.
Using the assumption in Sectidnl the processor utiliza-
tion efficiency for this approach is given by

c 1

UTIL; = = :
(—f2+2f+Dc  —f24+2f+1

(16)

Using the assumption in Sectidnl the SRindex for this
approach is given by

for0<f<vV2 -1,
forv/2 - 1< <L

_ 1
A+ f)?
0.5

SR; = (21)
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3c : : : : : ; ; ; ; fault probability threshold fp) to be adapted with task’s soft
PT —— laxity.
BT e In Sectiord, we assumed that the task’s soft deadl® (

is equal tac. This assumption allows the PB-EXCL approach
to schedule only one version of a tadkr) within its soft
deadline and the other versioBK) must be scheduled after
the soft deadline. This degrades the performance of the PB-
EXCL approach ag increases since the correct output is
always produced by the backup which has less value. When
tasks have large soft deadline, then both the primary and the
backup versions of the task can be scheduled in an exclusive
manner within their soft deadline. Therefore, all PB-based
00 ol 02 03 04 05 06 07 o8 oo 1 fault-tolerant approaches offer the same output value for the
finished tasks which is equal to one and does not depend
onf. Hence, theSRindex will be Q5, ﬁ and_f%w,
Fig. 7. PT, and ET for the PB-OVER-CONT approach. respectively for the PB-CONCUR, PB-EXCL, and the PB-
OVER-CONT approaches (Figb).
Using those equations, Figb shows the effect of pri-
) ) ) ) mary fault probability on th&Rindex for all PB approaches
Using Fhe analytical equg_tlons, F'ﬁ‘?‘) shows the ef- when tasks have large soft laxity. From the figures, we no-
fect of primary fault probability on th&Rindex for all PB tice that the PB-EXCL offers the beSRindex for all value

approaches. From the figgres, it can be seen that the PB—Of f. The PB-SWITCH offers the be§Rindex only when
CONCUR offers the bes$Rindex whenf > +/2 — 1. This £ = J2—1and it offers the lowesERindex whenf >

is because in this region/(> v2 — 1) the probability of /5" "1 1his is because the threshold valug)(that is

fault is high. Therefore, scheduling both versions of a task used by the PB-SWITCH approach to switch between the
concurrently within the soft deadline will give the beR PB-EXCL and PB-CONCUR approaches is constat-

index, vyhich is 0.5. Th&Rindex offered by the PB-OVER- /2—1) and does not change with changing task’s soft dead-
CONT lies between the PB-CONCUR and PB-EXCL forall jjpe | Section4.3.2 the thresholdfy is defined as the

fault probability. Except for the intervalf( < [0.38, 0.46]) value off at which theSRindex of PB-EXCL is equal to

where PB'?fVERr'ICgNT haz the rr}ninirr;ujléRindgx. The that of PB-CONCUR. Therefore, for the given task’s dead-
PB'EXCLO. _erst e besBRindexw _enf_\ . __l €CaUSe  jing the value offp is the value off that satisfies% =
the probability of backup deallocation is high in this inter- £\ vip is f = 1. By using this new threshold value
val. Since the PB-OVER-SWITCH behaves like PB-EXCL (fo, — 1), the PB-OVER-SWITCH always behaves like

yvhenfgﬁ—l anq like PB-CONCUR wheyf > v/2-1, PB-EXCL approach which offers the best performance in
it offers the besSRindex for all values of. this case

It is evident from the above discussion that the threshold
4.4, Effect of task’s soft laxity on performance value (fo) have to be adapted with the task’s soft laxity to
be able to determine the correct overlap interval between
In this section, we first study the effect of task’s soft lax- the primary and the backup versions of each task that
ity on the performance of the PB-based fault-tolerant ap- maximizes the performance of the system. To do so, the
proaches. Next, we propose a mechanism that allow thescheduler behaves as follows for each taEk that arrives

Primary fault probability (f)

1 2
PB-OVER-SWITCH —— PB-OVER-SWITCH ——
0.8 PB-EXCL ----=-- PB-EXCL ---=---
: PB-OVER-CONT -+ 15 PB-OVER-CONT -+
PB-CONCUR PB-CONCUR
0.6
o
n B
04t 0 TERnmeTTol | T R I—
0.2

0 0
0 0102030405060.70.80.9 1 0 0.102030405060.70809 1
(a) Primary fault probability (f) (b) Primary fault probability (f)
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in the system: A

-]

1. Schedules the primaryP¢;) version of the task.
2. If the primary was scheduled within the soft deadline,
then

AT
Pri

AU

(a) Determine the overlap intervak;¢;) between /
the primary and the backup versions of the task
so that both versions will be scheduled within
the soft deadline.

¢ —(d] — ft(Pri))

i =

(22)
Ci
where ft(Pr;) is the relative finish time of the
primary version.
(b) If 6; < 0 then,o; = 0.

3. Else if the primary was scheduled to finish after the soft (b) If Pr; cannot be scheduled without overlapping
deadline, thew; = 1. any previously scheduled slot, tagkis rejected.

Fig. 9. Structure of primary and backup versions.

Using this value ;) the scheduler calculates the threshold 2. If Pr; is schedulable, then
value (f}) that is used by the PB-OVER-SWITCH approach
to select the correct overlap interval (i.e(fif < fé) Ty =
0?y = 1) between the primary and the backup versions for
this task ;). To calculatef] for a given tasK; the scheduler
uses the following equation:

(a) Determines; and calculateg‘é' as discussed in
Section4.4.

(b) Uses the estimated fault probabilify, o deter-
mine the overlap interval between the primary
and backup versions of the task) as discussed

fé _ (ﬁ — )i + 1. (23) in Section4.3.

o . (c) Setsready timef) for the backup versionr{’ =
The above equation is derived from the fact tigathange Ft(Pr;) — yei.

from +/2 — 1 to 1, when the task’s soft laxity change from (d) Sets processaBf;) # processorPr;).

the case where the scheduler is only able to schedule one )

version of task within its soft deadline to the case where it 3- Bki is scheduled as follows:

able to schedule both version in an exclusive manner within (a) Tries to find a free slot of length; between

the soft deadline. time r’ to time d/. Since the scheduler tries

to maximize theSRindex, it is appropriate to

5. The proposed adaptive dynamic scheduling algorithm scheduleBk; as early as possible _
(b) If Bk; cannot be scheduled without overlapping
In this section, we first introduce the adaptive dynamic any previously scheduled slokr; is unsched-
scheduling algorithm. Next, we discuss the issue of the uled and task; is rejected.

primary-backup synchronization.
Unlike static scheduling of periodic tasks, dynamic 5 1. primary-backup synchronization

scheduling of aperiodic tasks must be very simple because

its overhead has serious effects on real-time processing. The primary and backup versions of a task need to syn-

In this section, we present a heuristic algorithm that in- chronize each other to produce the correct resuftagbit,

corporates the two adaptive approaches for scheduling twowhich s initialized to 0, is used to indicate the success of

versions of each task in such a way that 8Rindex of the  \yriting a valid result by the primary or backup version. The

system is maximized. The scheduler works as follows for siryctures of the primary and backup versions are shown in

each taskl; = (r;, ¢;, d, dl.f) that arrives in the system: Fig. 9.

1. Pr, is scheduled first as follows: F_rom Fig.9, the primgry version works as follows. It does

the intended computation, then performs the acceptance test
(a) Tries to find a free slot of length; between  (AT). If AT succeeds andflag = 0, it writes the result,

time r; to time dif. Since the scheduler tries to  sets theflag = 1, and initiates a signal to the kernel to de-
maximize the output value, it is appropriate to allocate the backup. The operation of the backup is similar
schedulePr; as early agpossible so it will finish to that of the primary except that it does not de-allocate the
within the soft deadlined;’). Note that a heuristic  primary as shown in FiglO. Thelock bit is used to ensure
search algorithm such as the Spring scheduling mutually exclusive access to tlilag between primary and
[13] can be used to find the best fit free slot. backup in the case of concurrent execution.
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Synchronize(Task version) Table 1
{ Simulation parameters
switch (Task version) Parameter Explanation Value used
Min, Minimum computation time of tasks 2s
case: Primary Max, Maximum computation time of tasks 20s
kq The factor that relate;’ to c; 1...5
Acquire the lock. ko The factor that relatdl.f to ¢ 2...5
o f The primary fault probability 0..1
If (flag=0) then L The system offered task load 1
{Write the result. m Number of processors 6
Monitoring period 40s
flag=1. P gp
De-allocate the backup. }
Release the lock. 5. The backup versions are assumed to have identical char-

acteristics of their primary versions.
case: Backup

The simulator has five components: source which gener-
Acquire the lock. ate tasks; a scheduler that makes admission/rejection deci-
If (flag = 0) then sions and determines the overlap interval on submitted tasks;
a shared memory multiprocessor system that models the ex-

{Write the result. ecution of the tasks; a monitor that periodically counts the

flag=1. } number of finished faulty primaries; and an estimator that
Release the lock. periodically estimates the primary fault probability.
} 6.2. Simulation results
Fig. 10. Primary-backup synchronization. In this section, we compare the performance of the

proposed new adaptive fault-tolerant approaches (PB-
OVER-CONT, and PB-OVER-SWITCH) with the existing
6. Simulation studies non-adaptive approaches (PB-EXCL, and PB-OVER). Two
experiments have been used to study the PB-based fault-
In this section, we first introduce the simulation model tolerant approaches. In the first experiment (Experiments
that is used to study the performance of the PB-based fault-A) the fault rate is constant for each simulation run. In the
tolerant approaches. Next, we compare the performance ofsecond experiment (Experiments B) the fault rate, for each
the proposed new adaptive fault-tolerant approaches (PB-simulation run, is dynamically changed using the step and
OVER-CONT, and PB-OVER-SWITCH) with the existing the ramp fault rate profiles (see Sect@3).
non-adaptive approaches (PB-EXCL, and PB-CONCUR).
6.2.1. Experiments A: steady fault rate
6.1. Simulation model Experiments A compares the performance of the pro-
posed new adaptive fault-tolerant approaches with the exist-
A multiprocessor simulation of a soft real-time system [Nd non-adaptive approaches. The comparison is done using

was used to study the performance of the adaptive scheduling® Simulation model. Th&Rindex has been used as the

scheme. The parameters used in the simulation studies ar@€rformance metric. For each point in the performance plots
given in Tablel. The tasks for the simulation are generated (F19s-11-13), the system was simulated with 20,000 tasks.
as follows: This number of tasks has been chosen to have a 99% confi-

dence interval withint0.0035 around each value 8R
1. The worst case computation times of primary versions

are chosen uniformly betwee¥fin, and Max.. 6.2.1.1. Effect of the primary fault probability (f) on SR in-
2. The soft deadlined() of a task7; is equal tok; x c;. dex. Figs.11(a) and (b) show the effect of primary fault
Also, the firm deadlinecg:f) of a task7; equal tokz x ¢;. probability on theSRindex for all PB approaches. Figjl(a)
3. The inter-arrival time between tasks follows exponential shows the behavior of the PB approaches whearies for
distribution with mear?. tasks that have relative soft deadline equalsdoaghd rel-

4. The task load. is defined as the expected number of task ative firm deadline equals ta-h Fig. 11(b) shows the case
arrivals per mean service time and its value is approx- for tasks that have relative soft deadline equalsdoahd
imately equal to%, whereC is the mean computation relative firm deadline equals ta:5
time of the system. The mean computation ti@édas From the figures, it can be seen that when the relative soft
been calculated based on fault free system. deadline is large (Figli(b)) the PB-OVER-SWITCH and
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Fig. 12. Effect of primary fault probabilityff on SRindex.d* € [1c;, 3¢;],
anddf € [3c¢;, 5¢il.

the PB-EXCL approaches behave similar and offer the best
SRindex. This is because whef is large, the tasks have
enough soft laxity to be scheduled in an exclusive manner
within the soft deadline. The threshold valyg used by
the PB-OVER-SWITCH approach is approximately equal
to 1. From Fig.11(a), we can notice that the PB-EXCL ap-
proach has the highe§Rindex whenf < 0.75, and the
PB-CONCUR approach has the high8&index whenf >
0.75. TheSRindex offered by the PB-OVER-CONT lies
between the PB-CONCUR and PB-EXCL for all values of
primary fault probability. Since the PB-OVER-SWITCH be-
haves like PB-EXCL wherf <0.75 and like PB-CONCUR
when f > 0.75, it offers the besBRindex for all values

of f.

Fig. 12 shows the effect of primary fault probability on
the SRindex for all PB approaches. For Figl, the task
load was homogeneous (i.e., all the tasks have the same rel
ative soft and firm laxity). For Figl2, the tasks soft dead-
line is chosen uniformly in the intervéd;, 3¢;] and the task
firm deadline is chosen uniformly in the inter&@c;, 5¢;]

6.2.1.2. Effect of task’s soft laxity on SR indekigs.13(a)
and (b) show the effect of tasks soft laxity on tBRindex
for all PB approaches. Figl3(a) shows the behavior of
the PB approaches whefi varies for the system in which
the primary fault probability is 0.25 and tasks’ relative firm
deadline is b;. Fig. 13(b) shows the case for system in which
the primary fault probability is 0.75 and tasks’ relative firm
deadline is also &.

From the figures, it can be seen that when the primary fault
probability ) is low (Fig. 13(a)) the PB-OVER-SWITCH
and the PB-EXCL approaches behave similar and offer the
bestSRindex for all values ofi*. This is because whes
small, the PB-OVER-SWITCH switch to an overlap interval
equal to zero. Th8Rindex offered by the PB-OVER-CONT
lies between the PB-CONCUR and PB-EXCL for all value
of d°. From Fig.13(b), we can notice that the PB-CONCUR
and PB-OVER-SWITCH approaches have the higB&sn-
dex whend® < 2. This is because, whdrns high and tasks
have small soft laxity then the threshold value that is used
by the PB-OVER-SWITCH for each task is smaller than
the fault probability in the systemf(= 0.75). Thus, PB-
OVER-SWITCH behaves like PB-CONCUR for this region.
We can notice that when<d* < 3, the PB-OVER-SWITCH
approach has the higheSRindex. This is because, in this
interval, the tasks have medium values of soft deadline. Thus
PB-OVER-SWITCH maximizes the performance of the sys-
tem by adapting task’s threshold based on its soft deadline.
Finally, we can notice, from Figl3(b), that the PB-EXCL
and PB-OVER-SWITCH approaches have the higl&Rt
index whend* > 3.

6.2.2. Experiments B: dynamic fault rate

To capture the transient behavior of the PB fault tolerant
approaches in response to fault rate variations, we use the in-
stantaneous value for the schedulability—reliabili§yr(z))
index. The instantaneoR (¢) index is defined as the prod-
uct of the instant processor utilization efficien&yX 1 L(¢))

in order to generate a non-homogeneous task load. Fromand the instant task valu&/AL(¢)) at timet. In contrast,

Fig. 12, we notice that the behavior of the PB-based fault-

the averag&Rindex is defined as the time average of the in-

tolerant approaches stay the same as in the case of homogestantaneou$ R (¢) index for the entire run-time. Each point

neous task load.

in the performance plots (Fig4) is the average value (with
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Fig. 13. Effect of task’s soft laxity oiSRindex: (a) f = 0.

95% confidence interval withig-0.019 around the results)
of 20 runs. In each run the system was simulated with 20,000
tasks.

6.2.2.1. Step fault rate profile.Fig. 14(a) shows the effect
on SR(r) index for the four PB fault-tolerant approaches in
response to the step fault ra& R (F Ry, F R100%). F Rov

is the fault rate that makes the primary fault probability
equal to zero f = 0), and F R10o% iS the fault rate that
makes the primary fault probability equal to ong £ 1).
Each time unit in the X-axes correspond to 40 seconds in
the simulation time. The step fault rate was changed from
F Row, t0 F R100% at 1 = 500 time units.

From the figure, we see that the PB-CONCUR offers a
constantSR(z) which does not change with This is be-
cause of its nature of always scheduling both the versions
of a task concurrently within the soft deadline. The PB-
EXCL offers SR(¢) equals to one when<500, otherwise
a SR(t) equals to 0.25 when > 500. This is because for
t < 500 the probability of primary to fail is equal to zero
(f = 0) which will result in deallocating the backup ver-
sions. Forr > 500 the probability of primary to fail is equal
to one which will result in executing the backups. The PB-
OVER-CONT and PB-OVER-SWITCH behave similarly in
response to step fault rate. They offg (¢) equals to one for
t <500, otherwise & R(¢) equals to 0.5 for > 500. Since
the fault rate switch fron¥ Roo, to F R1009 the two adaptive
approaches will behave similar to PB-EXCL approach for
the interval[0, 500], and they will adapt after a short pe-
riod (3p) to behave similar to PB-CONCUR for the interval
[500, 100Q0.

From the figure, we see that the smallest value Bfr)
in the transient state ¢~ 500) for the adaptive approaches
is within 25% from its steady state value. This value is

(b)

PB-OVER-SWITCH
PB-EXCL
PB-OVER-CONT  --eox-e
PB-CONCUR

,,,,,,,

02t

2 3 4
Relative soft deadline

25, andd/ = 5¢;, and (b) f = 0.75, andd/ = 5¢;.

tem is an open-loop system, the overshoot and the settling
time are only vary with the monitoring periogl Reduc-

ing the monitoring periog will enhance both the overshoot
value and the settling time. In contrast, reducing the mon-
itoring periodp will reduce the accuracy of estimating the
fault probability which will effect the stability of the sys-
tem. According to the frequency interpretation probability
concepts, the probability of an event should be calculated
in a long run. In this paper, we did not include the experi-
ments for tuning the monitoring periqulbecause of space
limitation.

In summary, the average performance metrics of the PB
fault-tolerant approaches in response to the step fault rate
profile are listed in Tabl@. From the table, we can see that
adaptive PB fault-tolerant approaches offer the best average
performance metricsUAL ~ 1, UTIL >~ 0.75, SR >~
0.75) in response to the step fault rate profile. The PB-EXCL
offers an average processor utilization efficienb\'({ L ~
0.75), and average schedulability-reliability indeXR ~
0.62) higher than that of PB-CONCUR in response to the
step fault rate profile.

6.2.2.2. Ramp fault rate profile.Fig. 14(b) shows the ef-
fect onSR(¢) for the four PB fault-tolerant approaches in re-
sponse to the ramp fault rafeF R(F Row, F R100% 1000.
The ramp fault rate was increased fraiRoy, t0 F R100%
during 1000 time units.

From the figure, it can be seen that the PB-CONCUR
offers a constanf R(¢z) index which does not change with
t. The PB-EXCL offersSR(¢) that decreases quadratically
from one to 0.25 asvaries from 0 to 1000. This is because
the primary fault probability increases linearly from zero to
one ast varies from 0 to 1000. The PB-OVER-CONT of-
fers SR(¢) that decreases quadratically from one to approx-

called the overshoot, which represents the worst-case tranimately 0.433 a$ varies from O to approximately 694, and
sient performance of the system in response to the fault rateincreases quadratically from 0.433 to 0.5tagries from

profile. Also, we can notice that the time taken fR(¢)
to enter the steady state after the step fault rate profile is
equal to 3. This time is called the settling time, which

694 to 1000. This is because the overlap interval between
the primary and the backup versions of tasks will vary from
no overlap to full overlap as varies from 0 to 1000. The

represents how fast the system can recover from a transienPB-OVER-SWITCH behaves like PB-EXCL wher414.

state. Since from the control theory point of view our sys-

and like PB-CONCUR when > 414. This occurs because
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Fig. 14. SR(r) of the PB approaches in response to dynamic fault iate<(c;, andd/ = 2¢;): (a) step fault-rate profile and (b) ramp fault-rate profile.

Table 2 profile are listed in Tabl€. From the table, we can see
The average performance metrics of the PB approaches in response t%hat PB-OVER-SWITCH approach offers the best average
dynamic fault rate schedulability—reliability index{R >~ 0.58) in response to

Approach Step fault rate profile _ Ramp fault rate profile  the ramp fault rate profile. The PB-EXCL offers the best
VAL UTIL SR VAL UTIL SR average processor utilization efficiendy 7L ~ 0.69) in

PB-EXCL 0.747 0.747 0.620 0.694 0.694 0.496 response to the ramp fault rate profile. The PB-CONCUR

PB-CONCUR 1.000 0.500 0.500 1.000 0.500 0.500 offers the best average output valdeAL >~ 1) in response

PB-OVER-CONT 0.994 0.745 0.744 0.867 0.633 0.551

to the ramp fault rate profile.
PB-OVER-SWITCH 0.995 0.745 0.7461 0.931 0.638 0.583

the primary fault probabilityf is greater than the threshold 7. Conclusions
value (fo = +/2 — 1) whenr > 414.

In summary, the average performance metrics of the PB  In this paper, we have considered the problem of schedul-
fault-tolerant approaches in response to the ramp fault rateing of real-time tasks with PB-based fault-tolerant require-
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