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Abstract An attacker’s connection can propagate quickly

to different parts of a transparent All-Optical Network. Such

attacks affect the normal traffic and cause a quality of service

degradation or outright service denial. Attack monitors can

collect the information of each link and each node to help

diagnose the attacker’s exact location.

Quick detection and localization of an attack source helps

avoid losing large amounts of data in an all-optical network.

However, to detect attack sources, it is not necessary to put

monitors on all nodes. Since not every wavelength on every

link is being used all the time, we propose to use the idle

wavelengths to setup diagnostic connections and obtain the

necessary information needed for diagnosis purposes. We

show that placing a relatively small number of monitors at

some key nodes in a network is sufficient to achieve level of

performance. However, the monitor placement policy, rout-

ing policy, and diagnosis method are challenging problems.

We, in this paper, first develop a monitor placement policy,

a test connection policy, and a routing policy based on our

definition of crosstalk attack and monitor node models. With

these policies, we show that we can always detect and localize

the malicious connections as long as there is no more than

one malicious connection on each wavelength in the whole

network. After this, we develop a scalable diagnosis method,

which can localize the sources of the such malicious attacks

in a fast manner.
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1 Introduction

An All-Optical Network (AON) is a network where the user-

network interface is optical and the data does not undergo

optical to electrical conversion within the network. AONs

are attractive because they deliver very high data rates, and

support a broad class of applications. The ability to route

large amounts of data and access different channels makes

an AON a very attractive option for providing very high-rate

access in WANs, MANs, and even LANs.

Although AONs are a viable technology for future

telecommunication and data networks, their intrinsic secu-

rity differences with existing electro-optic and electronic

networks have received attention only recently. Security in

AONs is an important research area, and it is different from

communication and computer security in general. AONs in-

troduce new physical layer mechanisms that may change po-

tential models of attack from those that are known for elec-

tronic networks. AONs are typically used to carry extremely

high data rates. Moreover, AONs’ transparency characteris-

tic means that data does not undergo optical-to-electrical or

electrical-to-optical conversion. Thus, connections in such

networks are amplified, but may not be regenerated at in-

termediate components. This transparency characteristic has

many advantages in certain aspects, however, it also creates

many security vulnerabilities that do not exist in traditional

networks. In a network with regeneration ability, an anoma-

lous connection will lose its attack capability after passing

through an intermediary node, while in a network without

regeneration ability, a malicious connection can propagate

from its primary source to other nodes without losing its

Springer



466 Cluster Comput (2006) 9:465–473

attack capability. Transparency and non-regeneration fea-

tures make attack detection and localization difficult.

1.1 Attack types

Generally, there are three main differences between an attack

and a failure.

1. Attacks may spread to many users and many parts of the

network, while a component failure only affects those con-

nections passing through it;

2. Attacks attempt to avoid detection, while the failure can-

not do that;

3. Rerouting traffic connections using a scheme to tolerate

hardware failure cannot solve the problem caused by an

attack connection.

There are several kinds of attacks, including fiber cuts

(fiber attack), power jamming (amplifier attack), crosstalk

attack (switching node attack), and correlated jamming (tap-

ping attack), etc. Some of these attacks, such as fiber cuts,

can be treated as a component failure. Other attacks, like

correlated jamming, can only affect those connections that

are sharing the same link or the same node with the attack

connections.

Among all these attack methods, crosstalk attack has

higher damage capabilities. The attacker injects a malicious

connection which has very high power energy, beyond ex-

pected value. When this connection passes through a wave-

length selective switch, the leakage energy (crosstalk) of this

malicious connection can be significant and affect the normal

connections passing through the same switch. In this paper,

we only focus on the crosstalk attack. Unlike other attacks,

a crosstalk attack can not only affect those connections shar-

ing the same link or node with it, but also may induce attack

capabilities to those connections that are attacked [1]. As

shown in Fig. 1, the crosstalk attack happens at a wavelength

Node i

Switch (λ1)

(λ2)Switch

Demultiplexer Multiplexer

Crosstalk

Normal Channel

Malicious Channel

Fig. 1 Example of crosstalk attack using wavelength selective switches

switch and only affects those normal connections in the same

wavelength. Figure 2 shows the crosstalk attack propagation

mechanism. This characteristic makes attack connection lo-

calization more difficult.

1.2 Previous work

Although attack monitoring and localization is important for

security of AON, unfortunately, neither a clear attack model

nor a monitor model has been established yet in previous

papers.

There has been some work [1–4] in the area of attack

localization in AONs, and some detection methods are pro-

posed. However, these papers do not discuss whether these

methods guarantee to localize every attack connection. If a

method cannot guarantee to localize every attack connec-

tion, normal connections will take a risk of being attacked by

those undiscovered attack connections. Moreover, these pa-

pers assume that all nodes are equipped with monitors. Other

researches [5, 6] describe the capability of an optical mon-

itoring module. Generally, an optical monitor can measure

single connection optical power as well as its optical SNR

(signal noise ratio). However, it is doubtful that a monitor

device will be less expensive in the near future. Therefore,

to install a monitor at each node in the network is likely

extremely expensive.

Other methods [7–9] provide probabilistic approaches to

fault diagnosis in network. Instead of localizing the exact

faulty components, these approaches give the most likely

fault set. There are some drawbacks of these approaches if

we apply them to our attack localization problem. These ap-

proaches only give the most likely set instead of determining

the exact location of the source. We still need further steps

to analyze where the exact location of the source is, and the

time consumed by the further analysis may result in a huge

data loss.

A network management system using supervisory connec-

tions [10,11] can detect and monitor the performance of the

devices in the network. The advantage of this scheme is that

a monitor device can be put in a remote place while the draw-

back is that some extra supervisory connections are needed

to send control signal and detection data. This method pro-

vides the necessary technique required by sparse monitoring

concept.

1.3 Feasibility of sparse monitor network

Because a network management system using supervisory

connections can detect and monitor the performance of net-

work devices remotely, detecting attack sources is not nec-

essarily equivalent to putting monitors at all nodes. In fact,

those connections affected by attack can provide valuable

information about distribution of attack locations. Thus, if
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Node i (a switch)

Node j (a switch)

(λ)Channel 2

Channel 1 (λ)
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Channel 2 + Channel 1 Crosstalk

(Channel 2 + Channel 1 Crosstalk)

      Channel 3 + Crosstalk from 

Crosstalk from (Channel 2 + Channel 1 Crosstalk)

superimposed on Channel 3

Crosstalk from Channel 1 superimposed on Channel 2Fig. 2 Example of crosstalk
attack propagation

we can monitor all connections in whole network, we may

obtain the necessary information needed for our diagnos-

tic purpose. If normal connections cannot provide sufficient

information, we can derive the monitoring information from

some test connections. From previous research [12] we notice

that generally the number of idle wavelengths in a network is

very large. For example, in a 4 × 4 mesh-torus network if the

connection load of each source-destination pair is 0.3 and the

number of wavelengths on each link is 8, then the number of

idle wavelengths on each link could be 5 with a probability of

more than 70%. This information is helpful in establishing a

test connection. Moreover, existing connections can also be

monitored for malicious attacks. These two together allow us

to create a capable diagnostic system. We believe and show

that this diagnostic information is sufficient for localizing an

attack connection.

The rest of the paper is organized as follows. First, we

propose a crosstalk attack and monitor model based on

some previous work [1, 2, 4, 5, 10, 11] as well as one sparse

monitor placement method. Based on this monitor placing,

routing, and test connection setting policies, we prove that we

can always localize malicious homo-wavelength crosstalk at-

tacks in a network. In the following section, we give an exam-

ple to explain our algorithm and demonstrate its capabilities.

Finally, we present our conclusions.

2 Crosstalk attack and monitor model

Before we explain our crosstalk attack detection and local-

ization method based on sparse monitors, we describe our

models for the node, crosstalk attack, and monitor.

2.1 Node model

We assume that every node in our network has the following

characteristics.

1. The node can perform routing and switching. Without

the switching capability, the node cannot propagate a

crosstalk attack to other normal connections. In such a

case, the node need not be considered as a potential attack

propagation node.

2. Some nodes can support monitoring capability as de-

scribed in the following (monitor model part). We call a

node supporting monitoring capability as a monitor node
and a node without this capability as a a non-monitor node.

2.2 Crosstalk attack model

As shown in Fig. 1, the crosstalk attack connection only af-

fects the same wavelength connections at the wavelength se-

lective switches. The following items describe our crosstalk

attack model.

1. Up-stream and down-stream neighbor nodes: For a cer-

tain node on a certain connection path, its up-stream
neighbor node (UNN) is the previous node on that path.

Similarly, its down-stream neighbor node (DNN) is the

next node on that path. In the rest of this paper,

U N N (node A, connection C) denotes the UNN of node

A on connection C . Similarly, DNN (nodeA, connection
C) denotes the DNN of node A on connection C .

2. The original attack flow (OAF) has a much higher energy

level than permitted on a normal connection. The leakage

of energy at a switch from the attack connection influences

all other normal connections using the same wavelength

on other fibers. The ability of an OAF to influence normal

connections is same on its path.

3. A normal connection sharing a same nodes with the OAF

will be affected, and this connection will be called as a sec-
ondary attacked flow (SAF). The SAF has limited attack

capability. That is, if a normal connection C gets affected

by an OAF at node u, then the connection C has attack

capability only at node DNN(u, C).

4. A normal connection influenced by an SAF is called a

final attacked flow (FAF). The FAF does not have the

attack propagation capability.

5. A connection not affected by either OAF or SAF is called

an attack-free flow (AFF). Similarly, a node that is neither

a PAN nor a SAN is called an attack-free node (AFN).

The union of AFF, SAF, and FAF is called an innocent
flow (IF) set.
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As shown in Fig. 2 , connection 1 is the OAF, connection

2 is the SAF, and connection 3 is the FAF, while node i is

the PAN, and node j is SAN. Connection 1 can propagate its

malicious attack to connection 3 by affecting connection 2.

According to this, it is expected that the OAF pollutes any

connections passing through the PAN, and the SAF pollutes

any normal connection passing through a SAN.

2.3 Monitor node model

We call a node installed with a monitor device as a monitor

node, or a monitor. A node without a monitor device is called

a non-monitor node.

1. A monitor node can monitor all traffic passing through

it, including the traffic that originated/terminated at the

node.

2. The monitor node can detect the input/output connection

power in all parts including its demultiplexer, multiplexer,

switch plane, etc. to see if any power level is beyond the ex-

pected value. Figure 3 shows a crosstalk attack monitoring

mechanism for selective wavelength switches. If a connec-

tion passes through a monitor with very high power, then

we say that this connection is in attack-status at that mon-

itor. A connection can be in an attack/non-attack status at

a monitor. We use A/ Ā to indicate the attack/non-attack

status of the connection.

3. If there are at least two connections which have attack

capabilities passing through a same monitor, then there

are two possibilities.

(a) One connection is an OAF while all the others are

SAFs. Because P(OAF) > P(SAF), the monitor node

can detect that one connection has higher power than

others do, and the monitor considers only this connec-

tion (OAF) to have attack capability. Thus, only OAF

will be set A, while other SAFs will be set Ā.

(λ2)Switch

Switch (λ1)
Demultiplexer

Multiplexer

Node i

Monitor

Device

(λ2)

Monitor

Device

(λ1)

Fig. 3 Attack monitoring mechanism for selective wavelength switches

(b) All these connections are SAFs. In this situation, the

monitor can detect several connections which have the

similar unexpected high power, then the monitor set

all these connections to A.

2.4 Monitor placement policy

To guarantee the exact location of the OAF in a network, we

need to determine a monitor placement and a routing policy

after we choose a monitor model. Before describing the mon-

itor placement algorithm, we need the following definitions.

1. One-hop-distance monitor (OHM): If a monitor is con-

nected directly to a non-monitor node, then this monitor

is an OHM to this non-monitor node.

2. Degree of a node: The degree of a node is the number of

links that intersect with this node.

3. Pendant node: A node with degree one is called a pendant

node.

The following monitor placement is required to guarantee

location of an OAF :

1. For each non-monitor node with degree d, it must have d
OHMs.

2. A node with a degree more than one and having a pendant

node as a neighbor must be a monitor node.

2.5 Test connection setting policy

We assume that each link in the network is bi-directional

so that there are two fibers for different directions in each

link. According to our monitoring mechanism, there are two

kinds of connections: one is the normal connection which is

set up by users, and the other is the test connection which is

requested by the network management system. A test con-

nection is an important method in determining if a node is a

PAN or not. There are two kinds of test connections based

on whether the connection is originating from or terminating

at a node. If a test connection is originating from a node, we

call it output test connection (OTC) of that node, otherwise,

we call it the input test connection (ITC) of that node. We

use the following rules to set up test connections.

1. For a non-monitor node, if there is a normal connection

on wavelength λ terminating at this node, one OTC to one

of its OHMs is required when there does not exist normal

connection from this node to any of its OHMs on the same

wavelength.

2. For a monitor node, if there is a normal connection on

wavelength λ originating, passing or terminating at the

node, it needs to set up one OTC and one ITC to each

of its neighbor nodes (irrespective of whether that is a
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monitor node or not) on the same wavelength when there

is no corresponding normal connection on the same link.

2.6 Routing policy

To guarantee the exact location of the OAF in a network, we

use the following rules to set up a connection.

1. For any two of the normal connections (excluding test

connection) originating from a non-monitor node, at least

one must pass through two different monitors.

2. Normally we use the shortest path algorithm except the

above case.

3 OAF detection

According to our crosstalk attack model, the crosstalk at-

tack only affects the same wavelength connections at the

wavelength selective switch. To simplify our analysis, in the

following parts of our paper, we always assume there is no

wavelength converter in the whole network. According to our

model, a monitor node can be in one of following states:

Attack-free state: All connections passing through this

monitor node must be in Ā status. Moreover, for a Ā con-

nection, its UNN must be an INode, while this connection

must be IFlow. All connections passing through an INode

must be IFlows.

Attacked state: At least one connection passing through this

node is in status A. A monitor node cannot know if this

node is a SAN or PAN. Its input connections can be in Ā
or A status.

A. For a Ā connection: It must be an IFlow.

C. For an A connection:

I. If there are more than one such connections, all

of those connections are IFlows, and these connec-

tions’ UNNs must be PANs.

II. If this connection starts at this monitor node, then

this connection must be the OAF, otherwise its

UNN must be a PAN.

Claim: With above new sparse monitoring policies, a network

is one-OAF diagnosable.

Proof: An arbitrary network is denoted by a graph G(V, E)

where V is the set of all nodes, and E is the set of all con-

nections between the nodes. Let M denote the set of monitor

nodes and M ⊂ V . For any connection Ci established in the

network, using CVi = {cvi j : cvi j i s a Node on Ci }, denote

the path of that connection and the nodes are listed in order on

: Monitor Node

: Non−monitor node 

: Link

: Attack channel 

: Non−attack channel 

SANPAN

........
M2 M3C

........
A M1 B

(3)

SANPAN

........
M2 M3C

........
A M1 B

(2)

PAN

........
M2 M3C

........
A M1 B

(1)

Fig. 4 Scenario I of normal connection

the path. According to our monitor placement policy, every

connection (including the OAF) must have at least one mon-

itor node on its path. If we are always able to detect whether

a connection is an IFlow or not, then the only connection

which cannot be an IFlow is the OAF.

First, we consider that there is only one wavelength λ in

the whole network. For every IFlow Ci , there can only be

one of following situations:

1. No PAN or SAN on its path, as the connection {. . . , M2,

. . . , C , M2, . . .} shown in Fig. 4 (1). Then at least one

monitor can record its state as Ā, so the connection must

be an IFlow.

2. No PAN but at least one SAN on its path, as the connection

{. . . , M2, . . . , C , M2, . . .} shown in Fig. 4 (2). The state

of this connection can only be Ā, so it must be an IFlow.

3. Sharing at least one link with the OAF, as the connection

{. . . , M2, . . . , C , M2, . . .} shown in Fig. 4 (3). According

to our monitor placement policy, at least one node on such

link must be a monitor node. At this monitor node, the state

of this connection can only be Ā, so this connection must

be an IFlow.

4. At least one PAN on its path, but no sharing link with

OAF. In this case, there are two possibilities.

(a) At least one of these nodes is a monitor, as the normal

connection shown in Fig. 5(4-a). Then at this monitor,
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: Monitor Node

: Non−monitor node : Attack channel 

: Link

: Non−attack channel 

A

M1

(4−b−ii−A)

M1 Mi

....

M2 Mj

....

A

(4−b−ii−C)

M2 M1

A

(4−b−ii−B)

M
A

....

....

(4−a)

BA

M1 M2

....

....

(4−b−i)

Fig. 5 Scenario II of normal
connection

the state of connection Ci can only be Ā, so this con-

nection must be an IFlow.

(b) None of these nodes is a monitor. In this case there

are also two possibilities.

(i) There are at least two PANs, as the normal connec-

tion shown in Fig. 5(4-b-i). Suppose the two shared

nodes are nodes A and B. Then, connection Ci is

of the form {. . . , A, M1, . . . , M2, B, . . .}, where

M1 and M2 are monitors. M1 and M2 can be the

same node. Suppose the UNN of M2 is node X ,

then the connection Ci is of the form {. . . , A, M1,

. . . , X , M2, B, . . .}. According to our test connec-

tion setting policy, there must be a connection from

node B to node M2. Because B is a PAN, the state

of segment (B → M2) must be A. If the state of

segment (X → M2) is A, there are two A state con-

nections at a monitor at the same time. According

to the above monitor state’s analysis, both of these

connections must be IFlows. If the state of segment

(X → M2) is not A, then Ci must be an IFlow.

(ii) There is only one shared node between connection

Ci and OAF. Assume the shared node is node A,

then there can be three scenarios.

(A) Suppose connection Ci is of the form {. . . ,
M1, A, . . .}, as the normal connection shown in

Fig. 5(4-b-ii-A). Then, at monitor M1, the state

of connection cannot be A. Thus connection Ci

must be an IFlow.

(B) Suppose node A is the originating node of con-

nection Ci , as the normal connection shown in

Fig. 5(4-b-ii-B), then the connection is of the

form of {A, M1, . . .}. If OAF does not originate

from node A, OAF is of the form {. . . , M2, A,

. . .}.

If the OAF is originating from monitor node

M2, then the state of the OAF at monitor node

M2 will be A and the OAF would be located at

M2.

If UNN(M2, OAF) is node X , in this case, the

OAF is of the form {. . . , X , M2, A, . . .}. Be-

cause the state of segment (X → M2) is A, X
must be a PAN. An OAF must pass through

all known PANs. Now, connection Ci does

not pass through PAN X . Thus it must be an

IFlow.

(C) Suppose both connection Ci and OAF originate

from node A, as the normal connection shown

in Fig. 5(4-b-ii-C). Connection Ci is of the form

{A, M1, . . .} while the OAF is of the form

{A, M2, . . .}. According to our routing policy,

either connection Ci or OAF must pass through

at least two different monitors. Therefore the

following two situations arise.

– If connection Ci passes through at least two

monitors on its path, then it is of the form

{A, M1, . . . , Mi . . .}. Assume UNN(Mi ,Ci )

is node I and I �= A, then, node I cannot

be a PAN and the state of segment (I →
Mi ) cannot be A, connection Ci must be an

IFlow.

– If the OAF has at least two monitors on its

path, and it is of the form {A, M2, . . . ,

M j . . .}. Assume UNN(M j ,OAF) is node

J and J �= A, then, the state of segment

(J → M j ) must be A and we have at least

two known PAN: A and J . Since J is not in-

cluded in the path of connection Ci , Ci must

be an IFlow.

Second, we consider that there are multiple wavelengths

in the whole network. We restrict that no more than one

crosstalk attack appears on each wavelength and there is no
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Fig. 6 A 13-node mesh network with one attack connection

wavelength converter in the whole network. According to our

crosstalk attack model, the crosstalk attack connection can

only affect the same wavelength connections at the wave-

length selective switches. Therefore, a crosstalk attack on

one wavelength does not have the chance to affect the nor-

mal connections on other wavelengths. We have already

proved that we can detect all the connections in IFlow set

on one wavelength. Therefore, we can always detect the

connections in IFlow set on all wavelengths in the whole

network.

Conclusion: As long as there is no more than one OAF on

each wavelength and there is no wavelength converter in

whole network, we can always localize the OAFs based on

our models and policies. �

4 Example

4.1 Example 1

As shown in Fig. 6, this is a 13-node mesh network. There are

a total of 4 monitor nodes which meet the two requirements

of our monitor placement policies. Because the malicious

connection can only affect the normal connections in the

same wavelength based on our model, only those connec-

tions which use the same wavelength λ with the malicious

connection need to be analyzed. In this network, every link

is bi-directional and there is only one wavelength λ in each

direction. We assume that all the connections shown in this

example use wavelength λ.

Suppose we have some normal connections and only one

of them is a malicious connection. We need to set up some

test connections to assist our diagnosing.

The current normal connection set is:

Normal connection set = {1 → 3 → 4, 1 → 6 →
10 → 11, 10 → 6 → 5, 13 → 11 → 12, 12 → 8, 8 →
7 → 6, 7 → 8 → 9, 2 → 3 → 7}.

Among these connections, connection 1 → 3 → 4 is the

OAF.

Based on these normal connections, according to our test

connection setting up policy, we get the test connection set

as following:

Test connection set = {3 → 2, 3 → 1, 4 → 3, 4 → 8,

6 → 1, 7 → 3, 8 → 4, 5 → 6, 6 → 7, 9 → 8, 11 →
10, 11 → 7, 7 → 11, 8 → 12, 12 → 11, 11 → 13}

According to above assumption, the connection state in

monitor nodes 3, 6, 8, and 11 are shown in Table ??.

Thus, the initial attack connection set is:

AF set = {1 → 3 → 4, 2 → 3 → 7, 3 → 4, 7 → 3,

1 → 6 → 10 → 11, 8 → 7 → 6, 7 → 8 → 9, 4 →
8, 7 → 11}.

Because monitor nodes 3, 6, and 8 receive some A state

connections, they are in attack state. Only monitor node 11

is in attack-free state.

For monitor node 11,

{1 → 6 → 10 → 11} is Ā ⇒ {1 → 6 → 10 → 11} ∈
I Flow set;

{13 → 11 → 12} is Ā ⇒ {13 → 11 → 12} ∈ I Flow set
and node 13 ∈ I Node set;

{7 → 11} is Ā ⇒ {7 → 11} ∈ I Flow set ;
{12 → 11} is Ā ⇒ {12 → 11} ∈ I Flow set and node

12 ∈ I Node set;
{11 → 7} is Ā ⇒ {11 → 7} ∈ I Flow set;
{11 → 10} is Ā ⇒ {11 → 10} ∈ I Flow set;
{11 → 13} is Ā ⇒ {11 → 13} ∈ I Flow set.
For monitor node 3,

{1 → 3 → 4} is A ⇒ node 1 ∈ PAN set;
{2 → 3 → 7} is Ā ⇒ {2 → 3 → 7} ∈ I Flow set;
{4 → 3} is Ā ⇒ {4 → 3} ∈ I Flow set;
{7 → 3} is Ā ⇒ {7 → 3} ∈ I Flow set;
{3 → 2} is Ā ⇒ {3 → 2} ∈ I Flow set;
{3 → 1} is Ā ⇒ {3 → 1} ∈ I Flow set.
For monitor node 6,

{1 → 6 → 10 → 11} is A ⇒ node 1 ∈ P AN set;
{10 → 6 → 5} is Ā ⇒ {10 → 6 → 5} ∈ I Flow set and

node 10 ∈ I Node set;
{6 → 1} is Ā ⇒ {6 → 1} ∈ I Flow set;
{5 → 6} is Ā ⇒ {5 → 6} ∈ I Flow set and node 5 ∈

I Node set;
{8 → 7 → 6} is Ā ⇒ {8 → 7 → 6} ∈ I Flow set;
{6 → 7} is Ā ⇒ {6 → 7} ∈ I Flow set.
Same to deal with those connections passing through mon-

itor node 8:
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Table 1 Connection state in monitor nodes

Monitor 3 Monitor 6 Monitor 8 Monitor 11

Connection State Connection State Connection State Connection State

1 → 3 → 4 A 1 → 6 → 10 → 11 A 7 → 8 → 9 Ā 1 → 6 → 10 → 11 Ā
2 → 3 → 7 Ā 6 → 7 Ā 8 → 7 → 6 Ā 13 → 11 → 12 Ā
3 → 2 Ā 10 → 6 → 5 Ā 12 → 8 Ā 7 → 11 Ā
4 → 3 Ā 6 → 1 Ā 8 → 4 A 11 → 7 Ā
7 → 3 Ā 5 → 6 Ā 9 → 8 Ā 12 → 11 Ā
3 → 1 Ā 8 → 7 → 6 Ā 4 → 8 A 11 → 10 Ā

8 → 12 Ā 11 → 13 Ā

{7 → 8 → 9} is Ā ⇒ {7 → 8 → 9} ∈ I Flow set;
{8 → 7 → 6} is Ā ⇒ {8 → 7 → 6} ∈ I Flow set;
{12 → 8} is Ā ⇒ {12 → 8} ∈ I Flow set and node 12 ∈

I Node set,
{8 → 4} is Ā ⇒ {8 → 4} ∈ I Flow set;
{4 → 8} is A ⇒ node 4 ∈ PAN set;
{9 → 8} is Ā ⇒ {9 → 8} ∈ I Flow set;
{8 → 12} is Ā ⇒ {8 → 12} ∈ I Flow set.

Now, only {1 → 3 → 4, 4 → 8 } should be left in AF set,

while PAN set should include {1, 4}. Only {1 → 3 → 4}
passes through both nodes 1 and 4. So, connection {1 →
3 → 4} must be the malicious connection.

4.2 Example 2

Now, let us consider there is only one crosstalk attack connec-

tion on each wavelength, as shown in Fig. 7. In this example,

there are two wavelengths λ1 and λ2 in the network, and we

use two panels to represent them. There is one attack connec-

tion on each wavelength, connection {1 → 2} on λ1 and con-

nection {1 → 4} on λ2. Monitor node 1 can easily determine

that these two connections are crosstalk attack connections

because both of them originate from monitor node 1. Because

there is only one crosstalk attack on each wavelength, and a

: Monitor node

: Non−monitor node 

: Test connection 

: Attack channel 

: Non−attack channel

: Link

2

1

4

3

λ1

2

1

4

3

λ2

Fig. 7 Two attack connections on different wavelength

crosstalk attack on λ1 cannot affect connections on λ2, our

method has already located the malicious connections in the

network.

This method is also easily applied into a larger network.

Suppose we have M monitors in the network, and each moni-

tor has average dm degree. Suppose that on each input/output

port of a monitor, there are at most c connections, then each

monitor only needs to deal with dm × c connections’ states.

In fact, the time complexity and computation complexity are

linear to the product of connections and the number of mon-

itors O(M × dm × c).

5 Conclusion

It is very important to detect and localize an attack connection

quickly in a transparent AON. Quick detection and localiza-

tion of an attack source can help avoid losing large amounts

of data in an All-Optical Network, however, detecting attack

sources is not necessarily the same as putting monitors on

all nodes. Since not every wavelength on every link is being

used at all times, we propose to use the idle wavelengths to

setup diagnostic connections and get the necessary informa-

tion needed for diagnosis purposes. Placing a relatively small

number of monitors on some key nodes in a network can be

sufficient for a certain level of performance. In this paper, we

focus on the crosstalk attack. First, we give the attack model

and monitor model. Based on these models, we determine

the monitor placement policy, test connection setting policy,

and routing policy. We prove that we can always localize the

crosstalk attacks as long as there is no more than one attack

on each wavelength in the whole network using our models

and policies. Finally, we use several examples to show the

efficiency of the method. Moreover, we find this method has

fast speed and scalability as well.
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