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Abstract

The performance of parallel processing for real-time
application is very sensitive to the reliability of the
system. This paper presenls a unique error recovery
mechanism based on new cache states, verified and
non-verified, to detect and recover errors produced by
the processor or cache memory or both due to transient
faults. The proposed scheme remedies the insufficiency
of the error-correcting code when facing with processor
transient fault. This cache-based recovery method not
only recovers errors in a local cache memory but also
prevenis the propagation of errors to other caches. We
show that this new error recovery scheme can be easily
integrated with ezisling cache cokerency protocols.

1 Introduction

Using redundancy to achieve hardware fault-
tolerance is not an uncommon approach for critical
real-time applications [1]-[5]. A fault in a processor
or cache memory may cause the processor execution
states to diverge from the majority computation se-
quence by the corrupted cache or the internal CPU
states. The fault could be permanent, intermittent,
or transient. Studies have shown that a large fraction
of errors detected are caused by transient faults. If an
error occurs in a cache line by a direct transient fault
in the cache memory or the faulty processor due to
a write access or both, the immediate recovery of the
erroneous cache data can be crucial for the system’s
reliability because

¢ the recovery of faulty data in a cache line can
prevent the cache memory from being corrupted
by the running away processor. Thus, the time
consuming reload process for the main memory
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or the re-synchronization of the failed channel can
be possibly avoided.

¢ the real-time error recovery prevents unnecessary
initiation of the reconfiguration process since a
transient fault may disappear at or before the
time the reconfiguration is finished.

Conventional method of using error-correcting
codes (ECC) [6] in the cache memories to improve
system reliability has two major limitations. First,
the errors in the cache memory can not exceed the
error-correcting capability of the code, otherwise the
processor may use erroneous data. Second, errors in-
duced from the transient faults of a processor can
not be detected if the incorrect result is written into
the cache memory as seen a velid data. Our pro-
posed scheme overcomes the insufficiency of the error-
correcting code when facing with processor transient
fault.

Previous researches have proposed using caches to
assist error recovery [7, 8]. These methods are pri-
marily based on checkpoint rollback. Most researches
have assumed that the detection mechanisms are pro-
vided, and errors are detected immediately without
corrupting the checkpoints. Unlike these works, the
methodology we proposed allows both the processor
and the cache memory to be liable for transient faults,
and we integrate the detection and recovery schemes
as a whole.

To ensure the preservation of a correct checkpoint,
the cache-based rollback schemes require, in general,
significant overheads in terms of time and memory
spaces to save the checkpoint, especially for a large
cache memory. Computation is also lost when roll-
back occurs. This is quite undesirable in real-time
processing because (1) a process may miss its dead-
line, and (2) frequent checkpointing due to I/O events
affects performance. Instead of using cache-based
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Figure 1: Fault-tolerant parallel processing architec-
tures.

rollback methods, the scheme proposed in this pa-
per uses redundant and synchronized cache-processor
modules and, a broadcasting algorithm to realize tran-
sient restorations of erroneous cache data for shared-
bus multiprocessor systems. In the following, we first
present the parallel processing model and the recovery
scheme, then prove the scheme.

2 Fault-tolerant
model

parallel processing

The model for fault-tolerant parallel processing is
shown in Figure 1 in which the system has several PEs
for parallel processing. A PE may consist of several
processors for fault-tolerant purpose. The local syn-
chronization and voting unit (SVU) is used for the
fault detection and recovery of the caches for proces-
sors in a PE. The shared bus is assumed to have its
own fault-tolerant mechanism for the main memory
modules.

In this model, an application is parallelized among
the PEs, and the task assigned to a PE is replicated
by the number of processors that constitute the PE.
A PE is also referred to as a clone. Figure 2 shows a
PE organization. A processor needs to execute from
its local ROM and RAM for initialization and self-test
before synchronizing with other processors.

local sync/votin § for a PE
(local SVU)
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Figure 2: PE organization.

2.1

Local cache line error recovery

We propose a read-first-dirty-broadcasting algo-
rithm to recover and detect the local cache line error
in a PE. Figure 3 shows the algorithm. The algorithm
requires the cache controller to broadcast a dirty line
to the sync/voting unit when a dirty line is read for
the first time. It is observed that, to reduce possible
frequent broadcasts resulting from a sequence of con-
secutive reads and/or writes on a cache line, only the
first read on a dirty line is broadcasted. We will show
later that the read-first-dirty-broadcasting algorithm
can prevent error propagation and recover a contami-
nated cache in a finite period of time.

2.2 Fault-tolerant coherence protocol

The read-first-dirty-broadcasting algorithm can be
easily integrated with existing cache coherence proto-
cols [9]. In this section, we use a write-update protocol
as an example. The state transition of the protocol
used by the Firefly multiprocessor system is shown in
Figure 4 [9]. In the write-update policy, the cache
coherence is maintained by broadcasting the shared
cache line to all other caches, which then update their
own copies. The data migration due to the coherent
activities among caches may propagate the errors orig-
inating in one of the cache memories. To prevent the
error propagation, a cache line that is broadcasted or
requested by other caches needs to be verified.



If read hit on a non-verified dirty line for the first time
then
each cache controller broadcasts the dirty line
local sync/voting unit votes on the broadcasted lines
if error detected
then
the erroneous line is replaced by the voted output
voted output is given to all processors in a clone
else /* no error is detected */
each processor proceeds using its own cache line
else if write miss or flushing
then

if error detected
then
voted output is written to the memory

local sync/voting votes on the outputs of the processors|

Figure 3: The read-first-dirty-broadcasting algorithm
for write-back cache.

The fault-tolerant write-update protocol integrated
with the read-first-dirty-broadcasting algorithm is
shown in Figure 5. The non-switched LP-read is
the read requests made on the same cache line before
switching to any other cache lines by a local processor
or a processor within a PE. There might be processor’s
writes in the same line for a non-switched LP-read
sequence. The switched LP-read is the first read
on a cache line after the processor switches its read or
write requests from any other cache lines. The labels
with LP-read, or LP-write make no distinction of
whether switching the lines or not.

A verified state occurs when (1) the cache line is
brought into cache from the main memory or from
other caches, (2) the cache line is broadcasted to
the local sync/voting unit by a LP-switched read.
Specifically, the cache controller takes the following
actions with respect to processor reads or writes for
the fault-tolerant write-update protocol:

o write-hit: If the line is dirty or valid-exclusive,!

then the write is performed, and the resultant
state is dirty & non-verified. Referring to Figure
5, this corresponds to transition from state A to
B, or Cto B, or B to B.

If the line is in a shared state, and there are other
shared copies, the written line is broadcasted to

1When there is no mention of verified or non-verified, the
context applies to both cases.
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Figure 4: The state transition of a write-update co-
herence protocol. Dashed lines indicate coherence ac-
tions initiated by the read or write miss update of
other caches (OC-R/W). Solid lines indicate actions
initiated by local processor (LP).

the sync/voting unit which performs the detec-
tion and necessary recovery. Locally, any erro-
neous copy in the clone is recovered with the
voted result. The local state of the cache lines
in the clone becomes shared & verified. The state
transition is from state E to F, or from F to F.

All other caches use the voted copy to update
their corresponding copies, and the resultant
states are shared & verified. If there are no other
shared copies, but the current line state is shared
& non-verified, then next state is valid-exclusive
& verified, and no broadcasting takes place. The
state transits, for this case, from E to A, or F to
A.

e write-miss: If any other caches has the requested
copy?, the copy is read in first (detection can be
inhibited). After the copy is read in, the write
is performed, and the shared memory and other
caches that have the old copy are updated with
the new data by the voted result.

The requesting cache and other caches with a
copy of that line set their states to shared & veri-
fied. The state transition for the supplying cache

2The states in the other caches for this copy could be shared,
or dirty, or valid-exclusive.



and caches with the shared copy could be from A
toF, BtoF,CtoF,or DtoF.

If there is no such a copy in other caches, the
requested copy is supplied by the memory, and
the line state becomes dirty & verified.

read-miss: If there are shared copies, or dirty
copy, or valid-exclusive copy existent in the caches
of a clone, the missing line is supplied by the vot-
ing result of the caches in the clone, and next line
state is shared & verified.

Otherwise the shared memory supplies the copy,
and the new state is valid-exclusive & verified.

Note that for all of the above cases, if any erro-
neous cache line belonging to a clone that supplies
a requested copy will always be detected and re-
covered.

e read-hit: If the line is dirty & non-verified, per-
form the read-first-dirty-broadcasting algorithm
for local error recovery. The state transition in
this case is from B to D. In the original cache
coherence protocol, read-hits require no cache co-
herent actions.

In our proposed scheme, for any cache line when
requested by other caches, the detection and recov-
ery are always carried out due to the redundant hard-
wares. So local errors are not propagated to the re-
questing cache. However, if an error occurs in a non-
verified state (dirty or valid-exclusive) of a cache line,
subsequent reads (any non-switched LP-reads in state
B, or C) of an erroneous line might generate write-hits
on the other cache lines. The error may come from a
transient fault of the processor, or the cache itself.
This situation may potentially cause the propagation
of the error in the cache.

In the following, we show that, if this does occur,
a contaminated cache can be totally recovered by the
read-first-dirty-broadcasting scheme in a finite period
of time. First, some definitions are given to develop
an error contamination model for a write-back cache.

Definition 1 Letl cache line L become erroneous at
time t. Then the set of lines which are contaminated
due to the subsequent use of erroneous data in line L
is denoted by C. Notice that line L can be in non-
verified dirly or non-verified clean siale.

Definition 2 RD(L) is the sequence representing the
order of lines read from C, for the first time. RD(L);
is the it" element of RD(L).
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It is noted that subsequently consecutive reads on
the same dirty line are not part of the RD(L).

Theorem 1 The read-first-dirty-broadcasting algo-
rithm (RFDB) prevents further propagation of errors
in Cr to other cacke lines, if the following conditions
are irue: (1) for reading line RD(L);, wherei > 1, the
erroneous cache line is recovered during the majority
voling phase, and (2) the redundant processors remain
synchronized, i.e., ezecule the same sequence of code.

Proor: With the RF DB, since all lines in C are
dirty, a read reference to any of these lines results
in the broadcasting of the line and, therefore, the
erroneous line is recovered by the majority voting.
Thus, the RFDB algorithm prevents further error
propagation. 0

Definition 3 Belween reading cache lines RD(L);
and RD(L)i41, a set of dirty lines which are in Cp,
flushed back to the main memory due to read miss
or write miss is denoted by CRW(L);. All such
lines flushed before RD(L), is read are denoted by
CRW(L)o.

Definition 4 The set of the dirty lines which be-
long to Cr, transits into shared stalcs between read-
ing cache lines RD(L); and RD(L);41 is denoted by
DS(L);. All such lines changing to state shared before
RD(L), is read are denoted by DS(L)o.

When a read miss or write miss occurs in other
caches, a dirty line that is the requested copy is sent
to the requester and the resultant state of that line
becomes shared.

Theorem 2 The fault-tolerant write-update proto-
col recovers the contaminated cache lines within fi-
nite time constrained by (i + E};;ICRW(L)jI +

TioIDS(L)k]) > ICLl.

Proor:  After the line RD(L); is read, there are
i lines recovered by the RFDB algorithm. At
that time, Z;;B |[CRW(L);| lines are recovered
by the cache flushing and ;b |DS(L)i} lines
are recovered in the cache to cache transferring
acttivity. Therefore, when (i+E;~_=lo |CRW(L);{+
Sisb IDS(L)k]) > |Cr, the error contaminated
cache is recovered. It is essential to know that
those lines in Cr do not generate second order of
error pollutions as proved in Theorem 1. 0O



For other cache coherence protocols such as the
write-once policy, we can apply the RF DB scheme
in a similar way.

3 Conclusions

This paper presents a unique error detection and
recovery mechanism for fault-tolerant computing sys-
tems. The proposed real-time error detection and re-
covery mechanism which allows the processor, or cache
memory, or both to be liable for transient faults reme-
dies the insufficiency of error-correcting code. The
proposed scheme maintains cache data consistency in
redundant copies, ceases possible error propagation
in the cache memory, and restores an error-polluted
cache memory.

We show that this new error recovery scheme can
be easily integrated with existing cache coherence pro-
tocols. Our scheme best fits in the systems where each
node has several processing elements which can be dy-
namically configured into either redundant module or
a shared-bus multiprocessor as suggested in [5]. The
next step of our work is to study the performance im-
pact imposed by the broadcasting overhead.
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Figure 5:  Fault-tolerant write-update protocol.
Dashed lines indicate coherence actions initiated by
the read or write miss update of other caches (OC-
R/W). Solid lines indicate actions initiated by local
processor (LP).
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